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Verifying Distributed Protocols
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Distributed Protocols

Some nodes might fail 3<
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Distributed Protocols

Some nodes might behave maliciously &
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Verifying Distributed Protocols

Google “Errors found in distributed protocols”
github.com/dranov/protocol-bugs-list

» Safety properties: “Bad thing will not happen.”

» Liveness properties: “Good thing will eventually happen.”

Safety bugs can be reliably discovered with conventional black-box testing.



Velil

A Lean Library for Veritying Transition Systems

Arbitrary Properties A shallowly-embedded DSL in Lean

Fast Feedback Bounded model checking via SMT

Interactive Proofs for

Complex (HO) Properties Out-of-the-box interactive proofs in Lean

FOL Proof Automation Uses external SMT solvers for proof goals in FOL
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Safety Property to Verify

1

There is at most one leader.

—O



Demo



System Specification

after_init {
leader N := False

initial state oending M N := False

}
actions safety properties
action send (n next : node) = { safety [single_leader] leader L1 A leader L2 - L1 = L2
require n # next A V Z, | | _
((Z #n A Z # next) - btw n next Z) invariant [leader_greatest] leader L - le N L
pending n next := True invariant [self_msg_only_if_greatest] pending L L - le N L
1 invariant [no_bypass] pending S D A btw SN D - 1le N S

action recv (id n next : node) = {

require 1sNext n next
require pending 1id n
pending id n := %
if (id = n) then

leader n := True
else

if (le n id) then

pending 1d next := True
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Two-State Transition Semantics

initial state result final state

Nt/

lact] TR : 0 - p - 0 » Prop

transition relation (TR o p)



Verification with Transition Semantics

safet single_leader] leader L1 A leader L2 -» L1 = L2
y [single_ ] [act] r : 6 » p » 0 - Prop

invariant [leader_greatest] leader L - 1le N L

invariant [self_msg_only if greatest] pending L L - le N L

invariant [no_bypass] pending S D A btw SN D - 1le N S

Inv = A (r: p) (s: o). Inv s

1.V s¢g s. [lafter init] trse s = Inv s
2.V act s rs’. Inv s AfJactl trs r s’ =Inv s’

3. V. s. Inv s = Safety s
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Summary of the Demo

» A protocol state in Veil consists of uninterpreted types and relations
» Actions update the relations; they are guarded with require clauses
» Reachability of states can be symbolically tested using BMC

» Invariants are verified to hold under all actions, via SMT or interactively
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