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Unsound (and incomplete) static analyses can be principled,  
satisfying meaningful theorems.

One can have an unsound but effective static analysis,  
which has significant industrial impact,  

and which is supported by a meaningful theorem.

Key Messages
Static analyses for concurrency can be made scalable and precise.
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Automatic static detection of data races is one of the most basic problems in reasoning about concurrency.
We present RacerD—a static program analysis for detecting data races in Java programs which is fast, can
scale to large code, and has proven effective in an industrial software engineering scenario. To our knowledge,
RacerD is the first inter-procedural, compositional data race detector which has been empirically shown to
have non-trivial precision and impact. Due to its compositionality, it can analyze code changes quickly, and
this allows it to perform continuous reasoning about a large, rapidly changing codebase as part of deployment
within a continuous integration ecosystem. In contrast to previous static race detectors, its design favors
reporting high-confidence bugs over ensuring their absence. RacerD has been in deployment for over a year at
Facebook, where it has flagged over 2500 issues that have been fixed by developers before reaching production.
It has been important in enabling the development of new code as well as fixing old code: it helped support the
conversion of part of the main Facebook Android app from a single-threaded to a multi-threaded architecture.
In this paper we describe RacerD’s design, implementation, deployment and impact.

CCS Concepts: • Theory of computation → Program analysis; • Software and its engineering →

Concurrent programming structures;
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1 INTRODUCTION

Concurrent programming is hard. It is difficult for humans to think about the vast number of
potential interactions between processes, and this makes concurrent programs hard to get right in
the first place. Further, concurrency errors are difficult to debug and even reproduce after they have
been observed, making them time-consuming to fix. Because of both its difficulty and importance,
formal reasoning about concurrency has been studied for over 40 years and has seen many research
advances. However, despite numerous interesting ideas not much of the work has made it out of
the research setting and into deployment, where it can help programmers in their daily jobs.

At Facebook, we are working on techniques for automated reasoning about concurrency. RacerD,
our new race detector, searches for data races—unsynchronized memory accesses, where one is a
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A True Positives Theorem for a Static Race Detector
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RacerD is a static race detector that has been proven to be effective in engineering practice: it has seen
thousands of data races fixed by developers before reaching production, and has supported the migration of
Facebook’s Android app rendering infrastructure from a single-threaded to a multi-threaded architecture. We
prove a True Positives Theorem stating that, under certain assumptions, an idealized theoretical version of
the analysis never reports a false positive. We also provide an empirical evaluation of an implementation of this
analysis, versus the original RacerD.

The theorem was motivated in the first case by the desire to understand the observation from production
that RacerD was providing remarkably accurate signal to developers, and then the theorem guided further
analyzer design decisions. Technically, our result can be seen as saying that the analysis computes an under-
approximation of an over-approximation, which is the reverse of the more usual (over of under) situation in
static analysis. Until now, static analyzers that are effective in practice but unsound have often been regarded
as ad hoc; in contrast, we suggest that, in the future, theorems of this variety might be generally useful in
understanding, justifying and designing effective static analyses for bug catching.
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1 CONTEXT FOR THE TRUE POSITIVES THEOREM

The purpose of this paper is to state and prove a theorem that has come about by reacting to
surprising properties we observed of a static program analysis that has been in production at
Facebook for over a year.
The RacerD program analyzer searches for data races in Java programs, and it has had signifi-

cantly more reported industrial impact than any other concurrency analysis that we are aware of. It
was released as open source in October of 2017, and the OOPSLA’18 paper by Blackshear et al. (2018)
describes its design, and gives more details about its deployment. They report, for example, that
over 2,500 concurrent data races found by RacerD have been fixed by Facebook developers, and
that it has been used to support the conversion of Facebook’s Android app rendering infrastructure
from a single-threaded to a multi-threaded architecture.
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RacerD:  
Compositional Static Race Detection



Fetch data

Measure/Layout

Draw

Determine size and position

Render and attach

Litho Component

Talk to network



Moving layout to background for better perf

Background
thread(s)

BUT: to migrate, Measure/Layout step needs 
to be thread-safe. Otherwise...

Fetch data

Measure/Layout DrawUI
thread



Adding concurrency can introduce data races

Data race:
two concurrent accesses to 
the same memory location

where at least one is a write.



Concurrency can introduce data races

DrawUI
thread

Background
thread 2

Fetch data

Background
thread 1

Fetch data Measure/Layout

Measure/Layout

Conflicts

Conflicts

Conflicts



Adding concurrency to sequential code is scary

Problem 1: 1000s of existing components. Where 
should we add synchronization to avoid races?

Static race detector can show us where to 
add synchronization + prevent regressions

at code review time.

Problem 2: Nondeterminism makes it hard to test 
for races. How do we prevent regressions?



Devs need static analysis for migration



Stringent requirements for helpful analysis

Interprocedural

Scalable + 
incremental

Low annotation 
burden

High signal >> 
catching all bugs



RacerD: compositional static race detection

(1) Motivation: assist Litho migration + detect 
regressions

(2) RacerD deep dive: design, domains, reporting 

(3) Evaluation: RacerD vs static/dynamic race 
detectors, RacerD @ FB



RacerD Design Principles

- Be compositional; don't do whole-program analysis 

- Report races between syntactically identical access paths; 
don't attempt a general alias analysis  

- Reason sequentially about memory accesses, locks, and 
threads; don't explore interleaving  

- Occam's razor; don't use complex techniques (unless forced)



P1

P2 P3

P4

P5

- Will have summary for callee P4  

- But don't know anything about 
callers P1, P2, or transitive callee P5  

- Need to compute summary for P3 
usable in any calling context

When analyzing P3:

Background: compositional analysis



P0

P1 P2

P3 P4

P5 P6

- Compute call graph, do 
topological sort

- Analyze each procedure 
once using reverse 
postorder scheduling

- Break call cycles by iterating 
to fixed point

Scalable: analyze each procedure just once (without cycles)

Background: compositional analysis



Computing procedure summaries

get and reset access same memory location
reset performs a write under synchronization
get uses no synchronization

Summary = { (access path, kind, locks) }
class Counter { 
  private int mCount; 
 
  int get() {  
    return this.mCount; 
  } 
   
  private void set(int i) { 
    this.mCount = i; 
  } 
 
  synchronized void reset() { 
    set(0); 
  } 
 
  ... 
}

get { (this.mCount, READ,  0) }

set { (this.mCount, WRITE, 0) }

reset { (this.mCount, WRITE, 1) }
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(1) Can access touch the same memory?
(2) Can accesses happen concurrently?

RacerD abstract domains

A ✓ A
<latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit><latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit><latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit><latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit>

access snapshots
<latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit><latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit><latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit><latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit>

= {h⇡, k, `, t, oi | k 2 {rd, wr}}
<latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit><latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit><latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit><latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit>

access paths
<latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit><latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit><latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit><latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit>

⇡ 2 Path
<latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit><latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit><latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit><latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit>

= Var⇥ Field⇤
<latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit><latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit><latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit><latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit>(1)

ownership value
<latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit><latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit><latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit><latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit>

o 2 O
<latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit><latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit><latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit><latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit>

= OwnedIf(}(N)) @ Unowned
<latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit><latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit><latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit><latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit>

ownership environment
<latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit><latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit><latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit><latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit>

E ✓ E
<latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit><latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit><latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit><latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit>

= Path ! O
<latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit><latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit><latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit><latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit>

(1)

lock count
<latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit><latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit><latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit><latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit> ` 2 L

<latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit><latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit><latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit><latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit>

= N>
<latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit><latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit><latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit><latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit>

(2)
concurrent threads

<latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit>

t 2 T
<latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit>

= NoThread @ AnyThreadButMain @ AnyThread
<latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit>

(2)



concurrent threads
<latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit>

t 2 T
<latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit>

= NoThread @ AnyThreadButMain @ AnyThread
<latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit>

Concurrent context inference

Accesses are NoThread unless we see:

@ThreadSafe class C { ...

synchronized void m() { this.f = ... }Lock usage

java.util.concurrent annots

void m() { 
  ThreadUtils.assertMainThread(); 
  this.f = ... 
}

Android thread assertions
Introduce AnyThreadButMain

Introduce AnyThread



Obj local = new Obj(); 
local.f = ... // safe write

Freshly 
allocated 
ownership

Obj objFactory() { 
  return new Obj(); 
} 

Obj local = objFactory(); 
local.f = ... // safe write

Returning 
ownership

Ownership identifies clearly safe accesses

concurrent threads
<latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit>

t 2 T
<latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit>

= NoThread @ AnyThreadButMain @ AnyThread
<latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit>



Ownership can be conditional
private void writeF(Obj a) { 
  a.f = ... 
} 

Obj o = new Obj(); 
writeF(o); // safe

Safe if formal is owned by caller

Returns ownership if 
formal is owned by caller

Builder setX(X x) { 
  this.x = x; 
  return this; 
} 

new Builder().setX(x).setY(y); // safe 
global.set(X).f = 7; // not safe



Ownership preconditions in summaries

private void writeF(Obj a) { 
  a.f = ... 
} 
summ: { a.f if ¬owned(a) }

Obj o = new Obj(); 
owned(o) 
writeF(o); 
owned(o) ⋀ { o.f if ¬owned(o) } 
owned(o) ⋀ {}



Ownership post can depend on ownership pre

owned(a) 
Builder b = a.setX(x); 
owned(a) ⋀ owned(b) if owned(a) 
         ⋀ { (a.x if ¬owned(a) }   
owned(a) ⋀ owned(b) ^ {} 
b.setY(y); // safe by similar reasoning

Builder setX(X x) { 
  this.x = x; 
  return this; 
} 
summ: { (this.x if ¬owned(this) } ⋀ 
         owned(ret) if owned(this)



domain
<latexit sha1_base64="bK/MvT1jWnKeApqCqOCRNkNSj2g=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKezmosegF48RzAOSJczOziZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFKWfG+v63V9rY3NreKe9W9vYPDo+qxycdozJNaJsornQvwoZyJmnbMstpL9UUi4jTbjS5nfvdJ6oNU/LBTlMaCjySLGEEWyd1YiUwk8Nqza/7C6B1EhSkBgVaw+rXIFYkE1RawrEx/cBPbZhjbRnhdFYZZIammEzwiPYdlVhQE+aLa2fowikxSpR2JS1aqL8nciyMmYrIdQpsx2bVm4v/ef3MJtdhzmSaWSrJclGScWQVmr+OYqYpsXzqCCaauVsRGWONiXUBVVwIwerL66TTqAd+Pbhv1Jo3RRxlOINzuIQArqAJd9CCNhB4hGd4hTdPeS/eu/exbC15xcwp/IH3+QOsf48s</latexit><latexit sha1_base64="bK/MvT1jWnKeApqCqOCRNkNSj2g=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKezmosegF48RzAOSJczOziZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFKWfG+v63V9rY3NreKe9W9vYPDo+qxycdozJNaJsornQvwoZyJmnbMstpL9UUi4jTbjS5nfvdJ6oNU/LBTlMaCjySLGEEWyd1YiUwk8Nqza/7C6B1EhSkBgVaw+rXIFYkE1RawrEx/cBPbZhjbRnhdFYZZIammEzwiPYdlVhQE+aLa2fowikxSpR2JS1aqL8nciyMmYrIdQpsx2bVm4v/ef3MJtdhzmSaWSrJclGScWQVmr+OYqYpsXzqCCaauVsRGWONiXUBVVwIwerL66TTqAd+Pbhv1Jo3RRxlOINzuIQArqAJd9CCNhB4hGd4hTdPeS/eu/exbC15xcwp/IH3+QOsf48s</latexit><latexit sha1_base64="bK/MvT1jWnKeApqCqOCRNkNSj2g=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKezmosegF48RzAOSJczOziZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFKWfG+v63V9rY3NreKe9W9vYPDo+qxycdozJNaJsornQvwoZyJmnbMstpL9UUi4jTbjS5nfvdJ6oNU/LBTlMaCjySLGEEWyd1YiUwk8Nqza/7C6B1EhSkBgVaw+rXIFYkE1RawrEx/cBPbZhjbRnhdFYZZIammEzwiPYdlVhQE+aLa2fowikxSpR2JS1aqL8nciyMmYrIdQpsx2bVm4v/ef3MJtdhzmSaWSrJclGScWQVmr+OYqYpsXzqCCaauVsRGWONiXUBVVwIwerL66TTqAd+Pbhv1Jo3RRxlOINzuIQArqAJd9CCNhB4hGd4hTdPeS/eu/exbC15xcwp/IH3+QOsf48s</latexit><latexit sha1_base64="bK/MvT1jWnKeApqCqOCRNkNSj2g=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKezmosegF48RzAOSJczOziZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFKWfG+v63V9rY3NreKe9W9vYPDo+qxycdozJNaJsornQvwoZyJmnbMstpL9UUi4jTbjS5nfvdJ6oNU/LBTlMaCjySLGEEWyd1YiUwk8Nqza/7C6B1EhSkBgVaw+rXIFYkE1RawrEx/cBPbZhjbRnhdFYZZIammEzwiPYdlVhQE+aLa2fowikxSpR2JS1aqL8nciyMmYrIdQpsx2bVm4v/ef3MJtdhzmSaWSrJclGScWQVmr+OYqYpsXzqCCaauVsRGWONiXUBVVwIwerL66TTqAd+Pbhv1Jo3RRxlOINzuIQArqAJd9CCNhB4hGd4hTdPeS/eu/exbC15xcwp/IH3+QOsf48s</latexit> d 2 D

<latexit sha1_base64="KWpF8dbScVrbkYC2K2uHr1IFVCE=">AAAB/HicbVC7TsMwFL0pr1JehY4sFi0SU5V0gbECBsYi0YfURJXjOK1Vx4lsBymKyq+wMIAQKx/Cxt/gthmg5UiWjs65V/f4+AlnStv2t1Xa2Nza3invVvb2Dw6PqscnPRWnktAuiXksBz5WlDNBu5ppTgeJpDjyOe3705u533+kUrFYPOgsoV6Ex4KFjGBtpFG11giQywRyI6wnBPP8dtYYVet2014ArROnIHUo0BlVv9wgJmlEhSYcKzV07ER7OZaaEU5nFTdVNMFkisd0aKjAEVVevgg/Q+dGCVAYS/OERgv190aOI6WyyDeT84xq1ZuL/3nDVIdXXs5EkmoqyPJQmHKkYzRvAgVMUqJ5ZggmkpmsiEywxESbviqmBGf1y+uk12o6dtO5b9Xb10UdZTiFM7gABy6hDXfQgS4QyOAZXuHNerJerHfrYzlasoqdGvyB9fkDbYOT+A==</latexit><latexit sha1_base64="KWpF8dbScVrbkYC2K2uHr1IFVCE=">AAAB/HicbVC7TsMwFL0pr1JehY4sFi0SU5V0gbECBsYi0YfURJXjOK1Vx4lsBymKyq+wMIAQKx/Cxt/gthmg5UiWjs65V/f4+AlnStv2t1Xa2Nza3invVvb2Dw6PqscnPRWnktAuiXksBz5WlDNBu5ppTgeJpDjyOe3705u533+kUrFYPOgsoV6Ex4KFjGBtpFG11giQywRyI6wnBPP8dtYYVet2014ArROnIHUo0BlVv9wgJmlEhSYcKzV07ER7OZaaEU5nFTdVNMFkisd0aKjAEVVevgg/Q+dGCVAYS/OERgv190aOI6WyyDeT84xq1ZuL/3nDVIdXXs5EkmoqyPJQmHKkYzRvAgVMUqJ5ZggmkpmsiEywxESbviqmBGf1y+uk12o6dtO5b9Xb10UdZTiFM7gABy6hDXfQgS4QyOAZXuHNerJerHfrYzlasoqdGvyB9fkDbYOT+A==</latexit><latexit sha1_base64="KWpF8dbScVrbkYC2K2uHr1IFVCE=">AAAB/HicbVC7TsMwFL0pr1JehY4sFi0SU5V0gbECBsYi0YfURJXjOK1Vx4lsBymKyq+wMIAQKx/Cxt/gthmg5UiWjs65V/f4+AlnStv2t1Xa2Nza3invVvb2Dw6PqscnPRWnktAuiXksBz5WlDNBu5ppTgeJpDjyOe3705u533+kUrFYPOgsoV6Ex4KFjGBtpFG11giQywRyI6wnBPP8dtYYVet2014ArROnIHUo0BlVv9wgJmlEhSYcKzV07ER7OZaaEU5nFTdVNMFkisd0aKjAEVVevgg/Q+dGCVAYS/OERgv190aOI6WyyDeT84xq1ZuL/3nDVIdXXs5EkmoqyPJQmHKkYzRvAgVMUqJ5ZggmkpmsiEywxESbviqmBGf1y+uk12o6dtO5b9Xb10UdZTiFM7gABy6hDXfQgS4QyOAZXuHNerJerHfrYzlasoqdGvyB9fkDbYOT+A==</latexit><latexit sha1_base64="KWpF8dbScVrbkYC2K2uHr1IFVCE=">AAAB/HicbVC7TsMwFL0pr1JehY4sFi0SU5V0gbECBsYi0YfURJXjOK1Vx4lsBymKyq+wMIAQKx/Cxt/gthmg5UiWjs65V/f4+AlnStv2t1Xa2Nza3invVvb2Dw6PqscnPRWnktAuiXksBz5WlDNBu5ppTgeJpDjyOe3705u533+kUrFYPOgsoV6Ex4KFjGBtpFG11giQywRyI6wnBPP8dtYYVet2014ArROnIHUo0BlVv9wgJmlEhSYcKzV07ER7OZaaEU5nFTdVNMFkisd0aKjAEVVevgg/Q+dGCVAYS/OERgv190aOI6WyyDeT84xq1ZuL/3nDVIdXXs5EkmoqyPJQmHKkYzRvAgVMUqJ5ZggmkpmsiEywxESbviqmBGf1y+uk12o6dtO5b9Xb10UdZTiFM7gABy6hDXfQgS4QyOAZXuHNerJerHfrYzlasoqdGvyB9fkDbYOT+A==</latexit>

= L⇥ T ⇥ E ⇥A
<latexit sha1_base64="zvIsllWZ0LaczZa2v9Xz3quZbSo=">AAACMXicbZBNS8NAEIY39avWr6hHL4ut4KkkvehFqIrQg4cK/YImlM120y7dbMLuRiihf8mL/0S89KCIV/+EmzagNg4MvDwzw8y8XsSoVJY1Nwpr6xubW8Xt0s7u3v6BeXjUkWEsMGnjkIWi5yFJGOWkrahipBcJggKPka43uU3r3UciJA15S00j4gZoxKlPMVIaDcxG5Qo6AVJjjFhyP4OOogGRP6iVR3d5dD2rDMyyVbUWAfPCzkQZZNEcmC/OMMRxQLjCDEnZt61IuQkSimJGZiUnliRCeIJGpK8lR3qjmyw+nsEzTYbQD4VOruCC/p5IUCDlNPB0Z3qjXK2l8L9aP1b+pZtQHsWKcLxc5McMqhCm9sEhFQQrNtUCYUH1rRCPkUBYaZNL2gR79eW86NSqtlW1H2rl+k1mRxGcgFNwDmxwAeqgAZqgDTB4Aq/gDbwbz8bc+DA+l60FI5s5Bn/C+PoGLk+qNg==</latexit><latexit sha1_base64="zvIsllWZ0LaczZa2v9Xz3quZbSo=">AAACMXicbZBNS8NAEIY39avWr6hHL4ut4KkkvehFqIrQg4cK/YImlM120y7dbMLuRiihf8mL/0S89KCIV/+EmzagNg4MvDwzw8y8XsSoVJY1Nwpr6xubW8Xt0s7u3v6BeXjUkWEsMGnjkIWi5yFJGOWkrahipBcJggKPka43uU3r3UciJA15S00j4gZoxKlPMVIaDcxG5Qo6AVJjjFhyP4OOogGRP6iVR3d5dD2rDMyyVbUWAfPCzkQZZNEcmC/OMMRxQLjCDEnZt61IuQkSimJGZiUnliRCeIJGpK8lR3qjmyw+nsEzTYbQD4VOruCC/p5IUCDlNPB0Z3qjXK2l8L9aP1b+pZtQHsWKcLxc5McMqhCm9sEhFQQrNtUCYUH1rRCPkUBYaZNL2gR79eW86NSqtlW1H2rl+k1mRxGcgFNwDmxwAeqgAZqgDTB4Aq/gDbwbz8bc+DA+l60FI5s5Bn/C+PoGLk+qNg==</latexit><latexit sha1_base64="zvIsllWZ0LaczZa2v9Xz3quZbSo=">AAACMXicbZBNS8NAEIY39avWr6hHL4ut4KkkvehFqIrQg4cK/YImlM120y7dbMLuRiihf8mL/0S89KCIV/+EmzagNg4MvDwzw8y8XsSoVJY1Nwpr6xubW8Xt0s7u3v6BeXjUkWEsMGnjkIWi5yFJGOWkrahipBcJggKPka43uU3r3UciJA15S00j4gZoxKlPMVIaDcxG5Qo6AVJjjFhyP4OOogGRP6iVR3d5dD2rDMyyVbUWAfPCzkQZZNEcmC/OMMRxQLjCDEnZt61IuQkSimJGZiUnliRCeIJGpK8lR3qjmyw+nsEzTYbQD4VOruCC/p5IUCDlNPB0Z3qjXK2l8L9aP1b+pZtQHsWKcLxc5McMqhCm9sEhFQQrNtUCYUH1rRCPkUBYaZNL2gR79eW86NSqtlW1H2rl+k1mRxGcgFNwDmxwAeqgAZqgDTB4Aq/gDbwbz8bc+DA+l60FI5s5Bn/C+PoGLk+qNg==</latexit><latexit sha1_base64="zvIsllWZ0LaczZa2v9Xz3quZbSo=">AAACMXicbZBNS8NAEIY39avWr6hHL4ut4KkkvehFqIrQg4cK/YImlM120y7dbMLuRiihf8mL/0S89KCIV/+EmzagNg4MvDwzw8y8XsSoVJY1Nwpr6xubW8Xt0s7u3v6BeXjUkWEsMGnjkIWi5yFJGOWkrahipBcJggKPka43uU3r3UciJA15S00j4gZoxKlPMVIaDcxG5Qo6AVJjjFhyP4OOogGRP6iVR3d5dD2rDMyyVbUWAfPCzkQZZNEcmC/OMMRxQLjCDEnZt61IuQkSimJGZiUnliRCeIJGpK8lR3qjmyw+nsEzTYbQD4VOruCC/p5IUCDlNPB0Z3qjXK2l8L9aP1b+pZtQHsWKcLxc5McMqhCm9sEhFQQrNtUCYUH1rRCPkUBYaZNL2gR79eW86NSqtlW1H2rl+k1mRxGcgFNwDmxwAeqgAZqgDTB4Aq/gDbwbz8bc+DA+l60FI5s5Bn/C+PoGLk+qNg==</latexit>

(1) Can access touch the same memory?
(2) Can accesses happen concurrently?

RacerD abstract domains

A ✓ A
<latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit><latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit><latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit><latexit sha1_base64="xay8Ycr9vpIvvmbNtorBHY8+GnE=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY+tXjxWsB/QhrLZTtqlm03c3QglFC/+FS8eFPHqr/Dmv3HT5qCtDwYe780wM8+POVPacb6tldW19Y3NwlZxe2d3b98+OGypKJEUmjTikez4RAFnApqaaQ6dWAIJfQ5tf3yd+e0HkIpF4k5PYvBCMhQsYJRoI/Xt43Id91TiK9Bwj3sh0SNKeFqflvt2yak4M+Bl4uakhHI0+vZXbxDRJAShKSdKdV0n1l5KpGaUw7TYSxTEhI7JELqGChKC8tLZC1N8ZpQBDiJpSmg8U39PpCRUahL6pjO7US16mfif1010cOmlTMSJBkHni4KEYx3hLA88YBKo5hNDCJXM3IrpiEhCtUmtaEJwF19eJq1qxXUq7m21VLvK4yigE3SKzpGLLlAN3aAGaiKKHtEzekVv1pP1Yr1bH/PWFSufOUJ/YH3+AC08lqM=</latexit>

access snapshots
<latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit><latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit><latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit><latexit sha1_base64="uQgmspSbEatCWLg0ZJ9O3Z6/Ytk=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69LBbBU0l60WPRi8cK9gPaUDbbSbt0swm7m0IJ/SdePCji1X/izX/jts1BWx8MPN6bYWZemAqujed9O6Wt7Z3dvfJ+5eDw6PjEPT1r6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXByv/A7U1SaJ/LJzFIMYjqSPOKMGisNXJcyhloTLWmqx4nRA7fq1bwlyCbxC1KFAs2B+9UfJiyLURomqNY930tNkFNlOBM4r/QzjSllEzrCnqWSxqiDfHn5nFxZZUiiRNmShizV3xM5jbWexaHtjKkZ63VvIf7n9TIT3QY5l2lmULLVoigTxCRkEQMZcoXMiJkllClubyVsTBVlxoZVsSH46y9vkna95ns1/7FebdwVcZThAi7hGny4gQY8QBNawGAKz/AKb07uvDjvzseqteQUM+fwB87nD8qUk74=</latexit>

= {h⇡, k, `, t, oi | k 2 {rd, wr}}
<latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit><latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit><latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit><latexit sha1_base64="iQGQf6sApzSTvY0utc6L476pStc="></latexit>

access paths
<latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit><latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit><latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit><latexit sha1_base64="TOChuC+tT1lsH/Bf1UKJquV3+BU=">AAAB83icbVDLSgMxFL3js9ZX1aWbYBFclZludFl047KCfUA7lEx6pw3NZEKSEUrpb7hxoYhbf8adf2OmnYW2HggczrmXe3IiJbixvv/tbWxube/slvbK+weHR8eVk9O2STPNsMVSkepuRA0KLrFluRXYVRppEgnsRJO73O88oTY8lY92qjBM6EjymDNqndSnjKExRFE7NoNK1a/5C5B1EhSkCgWag8pXf5iyLEFpmaDG9AJf2XBGteVM4LzczwwqyiZ0hD1HJU3QhLNF5jm5dMqQxKl2T1qyUH9vzGhizDSJ3GSSp1v1cvE/r5fZ+Caccakyi5ItD8WZIDYleQFkyDUyK6aOUKa5y0rYmGrKrKup7EoIVr+8Ttr1WuDXgod6tXFb1FGCc7iAKwjgGhpwD01oAQMFz/AKb17mvXjv3sdydMMrds7gD7zPH/2JkaI=</latexit>

⇡ 2 Path
<latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit><latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit><latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit><latexit sha1_base64="G0P8lowA0JL4z+q4v5xBX5ANgzQ=">AAACAHicbVC7TsNAEDyHVwgvAwUFzYkEiSqy00AZQUMZJPKQYis6X87JKeezdbdGRJYbfoWGAoRo+Qw6/oZL4gISRlppNLOr3Z0gEVyD43xbpbX1jc2t8nZlZ3dv/8A+POroOFWUtWksYtULiGaCS9YGDoL1EsVIFAjWDSY3M7/7wJTmsbyHacL8iIwkDzklYKSBfVLzEo49LrEH7BF0mLUIjPPawK46dWcOvErcglRRgdbA/vKGMU0jJoEKonXfdRLwM6KAU8HyipdqlhA6ISPWN1SSiGk/mz+Q43OjDHEYK1MS8Fz9PZGRSOtpFJjOyJynl72Z+J/XTyG88jMukxSYpItFYSowxHiWBh5yxSiIqSGEKm5uxXRMFKFgMquYENzll1dJp1F3nbp716g2r4s4yugUnaEL5KJL1ES3qIXaiKIcPaNX9GY9WS/Wu/WxaC1Zxcwx+gPr8wf3fZX+</latexit>

= Var⇥ Field⇤
<latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit><latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit><latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit><latexit sha1_base64="Q45h6WPfnb4YpXIUT+8+bWmjtI4=">AAACEXicbVDJSgNBEO2JW4xb1KOXxkQIHsJMLnoRgoJ4jGAWSGLo6dQkTXoWumvEMOQXvPgrXjwo4tWbN//GzoJo4oOGV+9VUV3PjaTQaNtfVmppeWV1Lb2e2djc2t7J7u7VdBgrDlUeylA1XKZBigCqKFBCI1LAfFdC3R1cjP36HSgtwuAGhxG0fdYLhCc4QyN1soX8GW0h3KP2khpTI1MIH/SPdilAdke3x/lONmcX7QnoInFmJEdmqHSyn61uyGMfAuSSad107AjbCVMouIRRphVriBgfsB40DQ2YWdtOJheN6JFRutQLlXkB0on6eyJhvtZD3zWdPsO+nvfG4n9eM0bvtJ2IIIoRAj5d5MWSYkjH8dCuUMBRDg1hXAnzV8r7TDGOJsSMCcGZP3mR1EpFxy4616Vc+XwWR5ockENSIA45IWVyRSqkSjh5IE/khbxaj9az9Wa9T1tT1mxmn/yB9fEN9RSdFQ==</latexit>(1)

ownership value
<latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit><latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit><latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit><latexit sha1_base64="6+CT006zJO99yDHSk17brSOlPhE=">AAAB+HicbVDLTgJBEJz1ifhg1aOXicTEE9nlokeiF4+YyCMBQmaHXpgwO7OZBwY3fIkXDxrj1U/x5t84wB4UrKSTSlV3uruilDNtguDb29jc2t7ZLewV9w8Oj0r+8UlTS6soNKjkUrUjooEzAQ3DDId2qoAkEYdWNL6d+60JKM2keDDTFHoJGQoWM0qMk/p+ST4KZ49YiieEW+j75aASLIDXSZiTMspR7/tf3YGkNgFhKCdad8IgNb2MKMMoh1mxazWkhI7JEDqOCpKA7mWLw2f4wikDHEvlShi8UH9PZCTReppErjMhZqRXvbn4n9exJr7uZUyk1oCgy0Wx5dhIPE8BD5gCavjUEUIVc7diOiKKUOPCKLoQwtWX10mzWgmDSnhfLddu8jgK6Aydo0sUoitUQ3eojhqIIoue0St68568F+/d+1i2bnj5zCn6A+/zBxuCk1s=</latexit>

o 2 O
<latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit><latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit><latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit><latexit sha1_base64="zSMymwHNRSt1oAwq4RsU8NwTKEo=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChY0i0YfURJXjuq1Vx4lsBymKyq+wMIAQKx/Cxt/gtBmg5UiWjs65V/f4BDFnSjvOt1Xa2Nza3invVvb2Dw6P7OOTrooSSWiHRDyS/QArypmgHc00p/1YUhwGnPaC2U3u9x6pVCwSDzqNqR/iiWBjRrA20tCu1iPkMYG8EOspwTy7m9eHds1pOAugdeIWpAYF2kP7yxtFJAmp0IRjpQauE2s/w1Izwum84iWKxpjM8IQODBU4pMrPFuHn6NwoIzSOpHlCo4X6eyPDoVJpGJjJPKNa9XLxP2+Q6PGVnzERJ5oKsjw0TjjSEcqbQCMmKdE8NQQTyUxWRKZYYqJNXxVTgrv65XXSbTZcp+HeN2ut66KOMpzCGVyAC5fQgltoQwcIpPAMr/BmPVkv1rv1sRwtWcVOFf7A+vwBj6yUDg==</latexit>

= OwnedIf(}(N)) @ Unowned
<latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit><latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit><latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit><latexit sha1_base64="yxzrdqxUC16nzDnMT1PB1AnB1Tk="></latexit>

ownership environment
<latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit><latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit><latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit><latexit sha1_base64="NfDLRQ/TnbXv1FxllY2Kx1B+acA=">AAAB/nicbVDLSgMxFM34rPU1Kq7cBIvgqsx0o8uiG5cV7APaoWTSO21oJhmSTKUMBX/FjQtF3Pod7vwbM+0stPVA4HDOPdybEyacaeN5387a+sbm1nZpp7y7t39w6B4dt7RMFYUmlVyqTkg0cCagaZjh0EkUkDjk0A7Ht7nfnoDSTIoHM00giMlQsIhRYqzUd0/lo7D2iCUYxIQpKWIQpu9WvKo3B14lfkEqqECj7371BpKmeZZyonXX9xITZEQZRjnMyr1UQ0LomAyha6kgMeggm58/wxdWGeBIKvuEwXP1dyIjsdbTOLSTMTEjvezl4n9eNzXRdZAxkaQGBF0silKOjcR5F3jAFFDDp5YQqpi9FdMRUYQaW0nZluAvf3mVtGpV36v697VK/aaoo4TO0Dm6RD66QnV0hxqoiSjK0DN6RW/Ok/PivDsfi9E1p8icoD9wPn8AFCSWLw==</latexit>

E ✓ E
<latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit><latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit><latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit><latexit sha1_base64="3X3Hq5W3vc0HZK2yuBRz6h4iuf8=">AAACAnicbVBNS8NAEN34WetX1JN4WWwFTyXpRY9FKXisYD+gCWWznbZLN5u4uxFKKF78K148KOLVX+HNf+OmzUFbHww83pthZl4Qc6a043xbK6tr6xubha3i9s7u3r59cNhSUSIpNGnEI9kJiALOBDQ10xw6sQQSBhzawfg689sPIBWLxJ2exOCHZCjYgFGijdSzj8t17KkkUKDhHnsh0SNKeFqflnt2yak4M+Bl4uakhHI0evaX149oEoLQlBOluq4Taz8lUjPKYVr0EgUxoWMyhK6hgoSg/HT2whSfGaWPB5E0JTSeqb8nUhIqNQkD05ndqBa9TPzP6yZ6cOmnTMSJBkHniwYJxzrCWR64zyRQzSeGECqZuRXTEZGEapNa0YTgLr68TFrViutU3NtqqXaVx1FAJ+gUnSMXXaAaukEN1EQUPaJn9IrerCfrxXq3PuatK1Y+c4T+wPr8ATnAlqs=</latexit>

= Path ! O
<latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit><latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit><latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit><latexit sha1_base64="D9DXYLga6oh8W9BLNvtWO7HXp2M=">AAACEnicZVC7TsMwFHXKq5RXgJHFokWCpUq6wIJUwcJGkehDaqLKcZ3Wqh1HtgOqonwDC7/CwgBCrExs/A1umgHaI1k+Oude3XtPEDOqtOP8WKWV1bX1jfJmZWt7Z3fP3j/oKJFITNpYMCF7AVKE0Yi0NdWM9GJJEA8Y6QaT65nffSBSURHd62lMfI5GEQ0pRtpIA/usdgk9jvRYhWnLfBn0JB2NNZJSPM4djFh6m9UGdtWpOzngMnELUgUFWgP72xsKnHASacyQUn3XibWfIqkpZiSreIkiMcITNCJ9QyPEifLT/KQMnhhlCEMhzYs0zNW/HSniSk15YCrz7Rc9nt+y7PUTHV74KY3iRJMIzweFCYNawFk+cEglwZpNDUFYUrMrxGMkEdYmxYoJwV08eZl0GnXXqbt3jWrzqoijDI7AMTgFLjgHTXADWqANMHgCL+ANvFvP1qv1YX3OS0tW0XMI/sH6+gUAd52u</latexit>

(1)

lock count
<latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit><latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit><latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit><latexit sha1_base64="VKX0GOWE371HzvmB615gCH4IZVk=">AAAB8XicbVA9SwNBEJ2LXzF+RS1tFoNgFe7SaBm0sYxgPjA5wt5mkyzZ2z1254Rw5F/YWChi67+x89+4Sa7QxAcDj/dmmJkXJVJY9P1vr7CxubW9U9wt7e0fHB6Vj09aVqeG8SbTUptORC2XQvEmCpS8kxhO40jydjS5nfvtJ26s0OoBpwkPYzpSYigYRSc9Ss0mhOlUYb9c8av+AmSdBDmpQI5Gv/zVG2iWxlwhk9TabuAnGGbUoGCSz0q91PKEsgkd8a6jisbchtni4hm5cMqADLVxpZAs1N8TGY2tncaR64wpju2qNxf/87opDq/DTKgkRa7YctEwlQQ1mb9PBsJwhnLqCGVGuFsJG1NDGbqQSi6EYPXlddKqVQO/GtzXKvWbPI4inME5XEIAV1CHO2hAExgoeIZXePOs9+K9ex/L1oKXz5zCH3ifP4iCkM4=</latexit> ` 2 L

<latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit><latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit><latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit><latexit sha1_base64="YWBwItmfrnqdsCAbhJjGfg3f7dc=">AAAB/3icbVC7TsMwFHV4lvIKILGwWLRITFXSBcYKFgaGItGH1ESV4960Vh0nsh2kKnTgV1gYQIiV32Djb3DaDNByJEtH59yre3yChDOlHefbWlldW9/YLG2Vt3d29/btg8O2ilNJoUVjHstuQBRwJqClmebQTSSQKODQCcbXud95AKlYLO71JAE/IkPBQkaJNlLfPq56wDn2mMBeRPSIEp7dTqt9u+LUnBnwMnELUkEFmn37yxvENI1AaMqJUj3XSbSfEakZ5TAte6mChNAxGULPUEEiUH42yz/FZ0YZ4DCW5gmNZ+rvjYxESk2iwEzmGdWil4v/eb1Uh5d+xkSSahB0fihMOdYxzsvAAyaBaj4xhFDJTFZMR0QSqk1lZVOCu/jlZdKu11yn5t7VK42roo4SOkGn6By56AI10A1qohai6BE9o1f0Zj1ZL9a79TEfXbGKnSP0B9bnD9TblVM=</latexit>

= N>
<latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit><latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit><latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit><latexit sha1_base64="9+88o0/8byeoiqOhe9IxD8pLHjs=">AAAB/nicbVDLSgMxFM3UV62vUXHlJtgKrspMN7oRim5cSQX7gM5YMmmmDc0kQ5IRyjDgr7hxoYhbv8Odf2OmnYW2HggczrmXe3KCmFGlHefbKq2srq1vlDcrW9s7u3v2/kFHiURi0saCCdkLkCKMctLWVDPSiyVBUcBIN5hc5373kUhFBb/X05j4ERpxGlKMtJEG9lHtEnoR0uMgSG+zh9TTIs5qA7vq1J0Z4DJxC1IFBVoD+8sbCpxEhGvMkFJ914m1nyKpKWYkq3iJIjHCEzQifUM5iojy01n8DJ4aZQhDIc3jGs7U3xspipSaRoGZzJOqRS8X//P6iQ4v/JTyONGE4/mhMGFQC5h3AYdUEqzZ1BCEJTVZIR4jibA2jVVMCe7il5dJp1F3nbp716g2r4o6yuAYnIAz4IJz0AQ3oAXaAIMUPINX8GY9WS/Wu/UxHy1Zxc4h+APr8weKC5U1</latexit>

(2)
concurrent threads

<latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit><latexit sha1_base64="RXTBgp5nn5ZmIgQL4bQU7yISHE0=">AAAB+3icbVC7TsMwFL0pr1JeoYwsFhUSU5V0oWMFC2OR6ENqo8pxnNaqY0e2g6ii/goLAwix8iNs/A1umwFajmTp6Jx77OsTppxp43nfTmlre2d3r7xfOTg8Oj5xT6tdLTNFaIdILlU/xJpyJmjHMMNpP1UUJyGnvXB6u/B7j1RpJsWDmaU0SPBYsJgRbKw0cqtECpIpRYVBZmKTkR65Na/uLYE2iV+QGhRoj9yvYSRJltg7CMdaD3wvNUGOlWGE03llmGmaYjLFYzqwVOCE6iBf7j5Hl1aJUCyVPXaHpfo7keNE61kS2skEm4le9xbif94gM3EzyJlIM0MFWT0UZxwZiRZFoIgpSgyfWYKJYnZXRCZYYWJsXRVbgr/+5U3SbdR9r+7fN2qtm6KOMpzDBVyBD9fQgjtoQwcIPMEzvMKbM3denHfnYzVacorMGfyB8/kDbcSUqw==</latexit>

t 2 T
<latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit><latexit sha1_base64="ZZLLDD7yw5vxQrYJyIeWXQusdn4=">AAAB/HicbVC7TsMwFL0pr1JegY4sFi0SU5V0gbGChbFIfUlNVDmu21p1nMh2kKKo/AoLAwix8iFs/A1OmwFajmTp6Jx7dY9PEHOmtON8W6Wt7Z3dvfJ+5eDw6PjEPj3rqSiRhHZJxCM5CLCinAna1UxzOoglxWHAaT+Y3+V+/5FKxSLR0WlM/RBPBZswgrWRRna1rpHHBPJCrGcE86yzqI/smtNwlkCbxC1IDQq0R/aXN45IElKhCcdKDV0n1n6GpWaE00XFSxSNMZnjKR0aKnBIlZ8twy/QpVHGaBJJ84RGS/X3RoZDpdIwMJN5RrXu5eJ/3jDRkxs/YyJONBVkdWiScKQjlDeBxkxSonlqCCaSmayIzLDERJu+KqYEd/3Lm6TXbLhOw31o1lq3RR1lOIcLuAIXrqEF99CGLhBI4Rle4c16sl6sd+tjNVqyip0q/IH1+QOfM5QY</latexit>

= NoThread @ AnyThreadButMain @ AnyThread
<latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit><latexit sha1_base64="E7dc6MJunmZUuuHF0i4IDVGbBbA=">AAACP3icfVC7SgNBFJ2Nrxhfq5Y2g4lgFXbTaCPE2NgoEfKCJITZyWwyZHZ2nbkrhCV/ZuMv2NnaWChia+fkgWgiHhg4nHMuc+/xIsE1OM6TlVpaXlldS69nNja3tnfs3b2aDmNFWZWGIlQNj2gmuGRV4CBYI1KMBJ5gdW9wMfbrd0xpHsoKDCPWDkhPcp9TAkbq2LXcGW4FBPraT67DSt/Mdke4pW917GkG3965HE7NUgxXhMt/M6Ncx846eWcCvEjcGcmiGcod+7HVDWkcMAlUEK2brhNBOyEKOBVslGnFmkWEDkiPNQ2VJGC6nUzuH+Ejo3SxHyrzJOCJ+nMiIYHWw8Azycmq895Y/MtrxuCfthMuoxiYpNOP/FhgCPG4TNzlilEQQ0MIVdzsimmfKELBVJ4xJbjzJy+SWiHvOnn3ppAtlmZ1pNEBOkTHyEUnqIguURlVEUX36Bm9ojfrwXqx3q2PaTRlzWb20S9Yn1+oFrEg</latexit>

(2)



two concurrent accesses to
the same memory location

where at least one is a write.
(1) ⇡1 = ⇡2

(2) o1 6= Owned ^ o2 6= Owned

(3) `1 = 0 _ `2 = 0
(4) t1 t t2 = AnyThread

(5) k1 = wr _ k2 = wr
<latexit sha1_base64="u4htNBJBfflO1rjkDZxhPlYl0Vw="></latexit><latexit sha1_base64="u4htNBJBfflO1rjkDZxhPlYl0Vw="></latexit><latexit sha1_base64="u4htNBJBfflO1rjkDZxhPlYl0Vw="></latexit><latexit sha1_base64="u4htNBJBfflO1rjkDZxhPlYl0Vw="></latexit>

Can h⇡1, o1, `1, t1, k1i
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and race?
Reporting:



Applying summaries: see paper



RacerD: compositional static race detection

(1) Motivation: assist Litho migration +  
     detect regressions

(2) RacerD deep dive: design, domains, reporting 

(3) Evaluation: RacerD vs static/dynamic race  
     detectors, RacerD @ FB



RacerD vs Static and Dynamic Analysis tools

Want: more true races than dynamic,  
fewer false positives than static

True races

Sound dynamic 
analysis

Sound static analysis

RacerD



RacerD vs Chord (static)

• Ran RacerD on DaCapo benchmarks used by  
  Chord (orig. PLDI’06) in PLDI’18 paper

• RacerD reports >3X fewer alarms in all cases,  
  >10x fewer on half of the benchmarks

• RacerD found all true bugs reported by Chord (+ more!)

• Time: 0.6s — 25s (RacerD) vs 1m — 1h 47m (Chord)
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Table 1. RacerD reports >3X fewer alarms than Chord on every benchmark, and an order of magnitude fewer
alarms on four of the benchmarks. RacerD is at least one or two orders of magnitude faster on all benchmarks.
The “Alarm Overlap” column indicates the percentage of racy lines implicated by Chord (in source files) that
also appeared in a report from RacerD.

Program # Files # LOC
Chord RacerD Alarm

# Alarms Runtime # Alarms Runtime Overlap

hedc 133 11,767 152 4m 47s 49 1.5s 11%
ftp 140 12,050 522 5m 14s 39 1.5s 20%
weblech 12 1,309 30 11m 02s 9 0.6s 63%
jspider 214 7,413 257 1m 54s 13 1.4s 10%
avrora 470 68,864 966 8m 49s 81 7s 18%
luindex 331 36,151 940 3m 26s 183 5s 64%
sunflow 170 21,960 958 42m 44s 43 2.8s 49%
xalan 975 175,784 1870 1h 47m 421 21.5s 38%

Chord does not do). The key takeaway from the table is that RacerD reports at least 3 times less
frequently and an order of magnitude faster than Chord in all cases. We also note that:

(1) Chord and RacerD have comparable precision on the benchmark results that we manually
examined. Furthermore, RacerD finds all of the true bugs found by Chord on these projects
except for a handful of benign races on jspider (see next section);

(2) Chord and RacerD have a high intersection of alarms by historical standards in static analysis;12

(3) RacerD has better cost-to-value ratio of alarms/minute;
(4) Chord could not be deployed at diff time on large code bases as RacerD as at Facebook because

it is not incremental;
(5) Chordwould also be difficult to run in nightly mode (i.e., the full analysis of very large codebases

from scratch, run by CI agents over night) because it has limited scalability.

Given that Chord uses more sophisticated techniques such as alias and escape analysis, we were
surprised that RacerD compared as well as it did on smaller projects, particularly in the intersection
of issues detected. The metric of alarms/minute is an important one when judging whether to
deploy an analysis industrially, e.g., informing considerations related to CI capacity budget.

Manual triaging. Table 1 shows that RacerD reports much less frequently than Chord, but does
reporting less means missing true bugs instead of hiding false positives? To answer this question
and gain a better understanding of the relation between Chord and RacerD in terms of precision,
we manually examined results from the weblech and jspider benchmarks.

In weblech, Chord reports 30 potential concurrency issues, but only 6 are true bugs. All races
reported by Chord occur either in the weblech.spider.Spider class (21 alarms) or in utility classes
from the standard org.apache.log4j package. Because the latter class is a library JAR that does not
include sources, RacerD does not report any races in it. RacerD does report 9 potential issues in
the Spider class, including the 6 true bugs reported by Chord. All reported races involve concurrent
accesses to the Spider object itself. The remaining 3 issues are true positives, all of which are missed
by Chord. These races involve the urlsDownloading and queue fields, modified in a synchronized

section as well as without synchronization. Here is an example of racy code involving the queue

field of the Spider class:

public void readCheckpoint() { queue = (DownloadQueue) ois.readObject(); }

12See, e.g., Figure 3 of the paper by Pendergrass et al. (2013).

Proc. ACM Program. Lang., Vol. 2, No. OOPSLA, Article 144. Publication date: November 2018.

RacerD vs Chord (static)



RacerD vs DroidRacer (dynamic)

• Ran RacerD on DaCapo benchmarks used by 
  DroidRacer in PLDI’14 paper

• RacerD found more true bugs than DroidRacer  
  on each benchmark

•  In two cases, also reported fewer false positives

• Time: 12s — 3m (RacerD) vs “”few seconds to few  
  hours (DroidTacer)



RacerD reports  
fewer false positives than sound static tools and  

finds more bugs than dynamic tools.



Finding data race regressions
Impact (1y)

~500
PROGRAMMERS 

REACHED

~7K
REPORTS

~4K
FIXES



RacerD made migration faster/easier/safer

- 100s of Litho components safely migrated to 
background layout in <6 mo by 2 engineers 

- 1000+ potential races fixed during migration  

- Only 3 false negatives reported by 
engineers (all analyzer bugs that we fixed)



Engineer Comments



RacerD Limitations
1. Races on aliased, syntactically distinct access paths not caugh  
   -- Tried alias analysis, too many FPs. Couldn't deploy.


2. Misses races on local objects that escape, "deep" ownership analysis 
   -- Tried escape analysis, too many FPs. Couldn't deploy.


3. Not fully underapproximate 
   -- Tried join-as-meet, but eliminates too many valuable reports. Couldn't deploy


4. Works for simple mutex locks, but not subtler constructs like R/W locks 


5. No reasoning about weak memory, volatile, or other fine-grained concurrency


6. No soundness/completeness theorem

Helps real programmers write concurrent code anyway



Try RacerD

https://fbinfer.com/docs/racerd.html

or Google “Facebook RacerD”



Checkpoint

(1) RacerD: scalable + low annotation static race detection designed 
around completeness rather than soundness 

(2) Detected 1000s of bugs in prod at FB + enabled Litho migration  

(3) Can we have a ”True Positives Theorem”?



Part 2

 38

A True Positives Theorem  
for a Static Race Detector



Context

 39

1. We had a demonstrably-effective industrial analysis:  
RacerD (OOPSLA'18); >3k fixes in Facebook Java 

2. No soundness theorem 
3. Architecture: compositional abstract interpreter 
4. No heuristic alarm filtering

Just ad hoc?

Our reaction:  
Semantics/theory should understand/explain, not lecture.
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Automatic static detection of data races is one of the most basic problems in reasoning about concurrency.
We present RacerD—a static program analysis for detecting data races in Java programs which is fast, can
scale to large code, and has proven effective in an industrial software engineering scenario. To our knowledge,
RacerD is the first inter-procedural, compositional data race detector which has been empirically shown to
have non-trivial precision and impact. Due to its compositionality, it can analyze code changes quickly, and
this allows it to perform continuous reasoning about a large, rapidly changing codebase as part of deployment
within a continuous integration ecosystem. In contrast to previous static race detectors, its design favors
reporting high-confidence bugs over ensuring their absence. RacerD has been in deployment for over a year at
Facebook, where it has flagged over 2500 issues that have been fixed by developers before reaching production.
It has been important in enabling the development of new code as well as fixing old code: it helped support the
conversion of part of the main Facebook Android app from a single-threaded to a multi-threaded architecture.
In this paper we describe RacerD’s design, implementation, deployment and impact.

CCS Concepts: • Theory of computation → Program analysis; • Software and its engineering →
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1 INTRODUCTION

Concurrent programming is hard. It is difficult for humans to think about the vast number of
potential interactions between processes, and this makes concurrent programs hard to get right in
the first place. Further, concurrency errors are difficult to debug and even reproduce after they have
been observed, making them time-consuming to fix. Because of both its difficulty and importance,
formal reasoning about concurrency has been studied for over 40 years and has seen many research
advances. However, despite numerous interesting ideas not much of the work has made it out of
the research setting and into deployment, where it can help programmers in their daily jobs.

At Facebook, we are working on techniques for automated reasoning about concurrency. RacerD,
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Unsound for verification  
(misses bugs)

Unsound for testing  
(reports non-bugs)

yet, over 6 months of use  
and 2500 bugs reported

In theory …

Only 3 known races missed

Less than 20% false positives

Can we provably make it 0%?
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Conjecture

True Positives Theorem:  

Under certain assumptions, the static bug detector reports no false positives. 
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Static Analyses  
for Program Validation

 42



C p
α

e

program  
execution

property 
of interest

“abstraction”
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The Essence of Static Analysis



e1
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α

e2 α
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concreteSem(c) = 
p2

p3

p4

p1

e2

e3

e1

e4e6

e5

Static Analysis
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p3

p4

p1 }
}

“has bugs”

e6

e2

e3

e1

e4

e5 “correct”

Static Analysis

concreteSem(c) = 
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Verifier  
or a  

Bug Detector?

 47



p2

p3

p4

p1

e6

e2

e3

e1

e4

e5

Program Verifier

true negative

true positive

true negative

false positive
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p2

p3

p4

p1

e2

e3

e1

e4

e5

Sound Program Verifier

e6

 if (n == VERY_UNLIKELY_VALUE) {
   bug.explode();
 } else {
   // do nothing
 }

true positive

true negative

true positive

false positive
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Developer: 
Go away, that never happens!



p2

p3

p4

p1
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Unsound Program “Verifier”

 if (n == VERY_UNLIKELY_VALUE) {
   bug.explode();
 } else {
   // do nothing
 }

false negative

true negative

true positive

false positive
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true negative
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“Sound” Program Verifier

<

concrete under-approximation abstract over-approximation

true negative

true positive

false positive
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• False negatives (bugs missed) are bad

• False positives (non-bugs reported) are okay

• Constructed as over-approximation (of under-approximation) 

• Soundness Theorem:  
Under certain assumptions about the programs, the analyser has no false negatives. 

Sound Static Verifiers
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 58



p2

p3

p4

p1

e6

e2

e3

e1

e4

e5

Unsound Static Bug Finder
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false negative

true positive
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Sound (but imprecise) Static Bug Finder
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if (n != VERY_UNLIKELY_VALUE) {

           // bug happens here       
 
 } else {

           // normal execution
  
 }

Loss of Precision in Static Bug Finders

e2

e3

Idea: over-approximate in concrete semantics!
 61
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p4

p1

e6

e2

e3

e1

e4

e5

false negative

Sound (but Imprecise) Static Bug Finder

Let’s consider these two equivalent!Let’s merge these executions into 
one that subsumes both!

true negative

false negative

true positive
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false negativee2

e3
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p1

e6

e1
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true positive
e23

p2

 if (*) {
     // bug happens here       
 } else {
     // normal execution
 }

1. overApproxConcreteSem(c) = 
true negative

false negative

true positive
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e23
true positivep2

p3

p4

p1

e6

e1

e4

e5

true positive

true negative

false negative

Sound Static Bug Finder
 if (*) {
     // bug happens here       
 } else {
     // normal execution
 }

<

abstract under-approximationconcrete over-approximation

1. overApproxConcreteSem(c) = 
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• False negatives (bugs missed) are okay

• False positives (non-bugs reported) are bad

• Constructed as under-approximation of over-approximation 

• Soundness (True Positives) Theorem:  
Under certain assumptions about the programs, the analyser has no false positives. 

Towards Sound Static Bug Finders
(this work)
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A Recipe for True Positives Theorem

1. Over-approximate semantic elements to make up for “difficult” dynamic execution aspects  
Example: replace conditions and loops with their non-deterministic versions 

2. Pick abstraction α for over-approximated executions that provably identifies “buggy” behaviours: 
                              ∀ e: execution, hasBug(α(e)) ⇒ execution e has a bug

3. Design an abstract semantics asem, so it is complete wrt. α and over-approximated concrete semantics: 
                              ∀ c : program, asem(c) = α(overApproxConcreteSem(c))

4. Together, asem and hasBug provide a TP-sound static bug finder.
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Case Study: RacerDX

• A provably TP-Sound version of Facebook’s RacerD concurrency analyser 

• Buggy executions: data races in lock-based concurrent programs 

• Syntactic assumptions: 
Java programs with well-scoped locking (synchronised), no recursion, 
reflection, dynamic class loading; global variables are ignored. 

• Concrete over-approximation:  
Loops and conditionals are non-deterministic.
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A True Race
A True Positives Theorem for a Static Race Detector 57:7

1 class Bloop {

2 public int f = 1;

3 }

4
5 class Burble {

6
7 public void meps(Bloop b) {

8 synchronized (this) {

9 System.out.println(b.f);

10 }

11 }

12
13 public void reps(Bloop b) {

14 b.f = 42;

15 }

16
17 public void beps(Bloop b) {

18 b = new Bloop();

19 b.f = 239;

20 }

21 }

Fig. 2. A Java class with a false race.

22 class Wurble {

23 Wurble x = new Wurble();

24 Bloop g = new Bloop();

25
26 public void qwop(Wurble w) {

27 zwup(w.x);

28 }

29
30 public void gwap(Wurble w) {

31 synchronized (this) {

32 System.out.println(w.x.g);

33 }

34 }

35
36 private void zwup(Wurble w) {

37 synchronized (this) {

38 System.out.println(w.x.g);

39 }

40 w = new Wurble();

41 w.g.f = 21;

42 }

43 }

Fig. 3. A class with a false interprocedural race.

reassigns a freshly allocated instance of Bloop to the formal b before assigning to the field of the
latter, thus, effectively avoiding a race with a concurrent access to b.f in meps.
This phenomenon of “destabilizing” an access path in a potentially racy program can be mani-

fested both intra-procedurally (as in Burble) and inter-procedurally. To wit, in another example
in Figure 3, the class Wurble demonstrates a similar instance of a false race, with the private

method zwup() “destabilizing” the path w.g by assigning a newly allocated Wurble instance to w,
thus, ensuring that qwop() and gwap() avoid a race with each other.
A sound static analyzer would typically be expected to report races in both of these examples,

corresponding to a loss of precision. However, having a non-negligible number of false positives is
not something a practical bug detector can afford.

To avoid this loss of signal effectiveness, RacerD employes an ownership tracking domain (Flana-
gan and Freund 2009; Naik et al. 2006), used to record the variables and paths that have been
assigned a newly allocated object, thus remedying the situation shown above.

Upon closer examination, we found that RacerD’s abstract domain, including that of ownership,
was not enough to allow us to prove that an access path resolves to the same address, before and
after execution. To wit, knowing that an access path x.f.g is not owned, does not guarantee that
the lvalue it corresponds to stays the same during execution. The reason we wanted this latter
property is that it is one of the simplest ways to exhibit a race: once we have set up an initial state
where a path resolves to a certain address, and have shown that execution of C1 | | C2 does not
modify that address (i.e., the path to address is stable), we are in the position to uncoditionally say
that if both programs access that address, they will race. The answer we came up with is that of
stability; its negation, instability (or wobbliness), over-approximates ownership.

Thus we pose the question: can we state the reasonable (i.e., non-trivial) conditions under which
we can in confidence state (i.e., formally prove) that all of RacerD’s reported races are true positives?

We refer to this desirable result as the True Positives Theorem (TPT) for a static race detector,
and in this paper we deliver such a theorem for a version of RacerD (called RacerDX, using
stability), formulating a set of assumptions under which it holds, and assessing their practical
implications and impact on signal.
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A True Positives Theorem for a Static Race Detector 57:7

1 class Bloop {

2 public int f = 1;

3 }

4
5 class Burble {

6
7 public void meps(Bloop b) {

8 synchronized (this) {

9 System.out.println(b.f);

10 }

11 }

12
13 public void reps(Bloop b) {

14 b.f = 42;

15 }

16
17 public void beps(Bloop b) {

18 b = new Bloop();

19 b.f = 239;

20 }

21 }

Fig. 2. A Java class with a false race.

22 class Wurble {

23 Wurble x = new Wurble();

24 Bloop g = new Bloop();

25
26 public void qwop(Wurble w) {

27 zwup(w.x);

28 }

29
30 public void gwap(Wurble w) {

31 synchronized (this) {

32 System.out.println(w.x.g);

33 }

34 }

35
36 private void zwup(Wurble w) {

37 synchronized (this) {

38 System.out.println(w.x.g);

39 }

40 w = new Wurble();

41 w.g.f = 21;

42 }

43 }

Fig. 3. A class with a false interprocedural race.

reassigns a freshly allocated instance of Bloop to the formal b before assigning to the field of the
latter, thus, effectively avoiding a race with a concurrent access to b.f in meps.
This phenomenon of “destabilizing” an access path in a potentially racy program can be mani-

fested both intra-procedurally (as in Burble) and inter-procedurally. To wit, in another example
in Figure 3, the class Wurble demonstrates a similar instance of a false race, with the private

method zwup() “destabilizing” the path w.g by assigning a newly allocated Wurble instance to w,
thus, ensuring that qwop() and gwap() avoid a race with each other.
A sound static analyzer would typically be expected to report races in both of these examples,

corresponding to a loss of precision. However, having a non-negligible number of false positives is
not something a practical bug detector can afford.

To avoid this loss of signal effectiveness, RacerD employes an ownership tracking domain (Flana-
gan and Freund 2009; Naik et al. 2006), used to record the variables and paths that have been
assigned a newly allocated object, thus remedying the situation shown above.

Upon closer examination, we found that RacerD’s abstract domain, including that of ownership,
was not enough to allow us to prove that an access path resolves to the same address, before and
after execution. To wit, knowing that an access path x.f.g is not owned, does not guarantee that
the lvalue it corresponds to stays the same during execution. The reason we wanted this latter
property is that it is one of the simplest ways to exhibit a race: once we have set up an initial state
where a path resolves to a certain address, and have shown that execution of C1 | | C2 does not
modify that address (i.e., the path to address is stable), we are in the position to uncoditionally say
that if both programs access that address, they will race. The answer we came up with is that of
stability; its negation, instability (or wobbliness), over-approximates ownership.

Thus we pose the question: can we state the reasonable (i.e., non-trivial) conditions under which
we can in confidence state (i.e., formally prove) that all of RacerD’s reported races are true positives?

We refer to this desirable result as the True Positives Theorem (TPT) for a static race detector,
and in this paper we deliver such a theorem for a version of RacerD (called RacerDX, using
stability), formulating a set of assumptions under which it holds, and assessing their practical
implications and impact on signal.
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A False Race
A True Positives Theorem for a Static Race Detector 57:7

1 class Bloop {

2 public int f = 1;

3 }

4
5 class Burble {

6
7 public void meps(Bloop b) {

8 synchronized (this) {

9 System.out.println(b.f);

10 }

11 }

12
13 public void reps(Bloop b) {

14 b.f = 42;

15 }

16
17 public void beps(Bloop b) {

18 b = new Bloop();

19 b.f = 239;

20 }

21 }

Fig. 2. A Java class with a false race.

22 class Wurble {

23 Wurble x = new Wurble();

24 Bloop g = new Bloop();

25
26 public void qwop(Wurble w) {

27 zwup(w.x);

28 }

29
30 public void gwap(Wurble w) {

31 synchronized (this) {

32 System.out.println(w.x.g);

33 }

34 }

35
36 private void zwup(Wurble w) {

37 synchronized (this) {

38 System.out.println(w.x.g);

39 }

40 w = new Wurble();

41 w.g.f = 21;

42 }

43 }

Fig. 3. A class with a false interprocedural race.

reassigns a freshly allocated instance of Bloop to the formal b before assigning to the field of the
latter, thus, effectively avoiding a race with a concurrent access to b.f in meps.
This phenomenon of “destabilizing” an access path in a potentially racy program can be mani-

fested both intra-procedurally (as in Burble) and inter-procedurally. To wit, in another example
in Figure 3, the class Wurble demonstrates a similar instance of a false race, with the private

method zwup() “destabilizing” the path w.g by assigning a newly allocated Wurble instance to w,
thus, ensuring that qwop() and gwap() avoid a race with each other.
A sound static analyzer would typically be expected to report races in both of these examples,

corresponding to a loss of precision. However, having a non-negligible number of false positives is
not something a practical bug detector can afford.

To avoid this loss of signal effectiveness, RacerD employes an ownership tracking domain (Flana-
gan and Freund 2009; Naik et al. 2006), used to record the variables and paths that have been
assigned a newly allocated object, thus remedying the situation shown above.

Upon closer examination, we found that RacerD’s abstract domain, including that of ownership,
was not enough to allow us to prove that an access path resolves to the same address, before and
after execution. To wit, knowing that an access path x.f.g is not owned, does not guarantee that
the lvalue it corresponds to stays the same during execution. The reason we wanted this latter
property is that it is one of the simplest ways to exhibit a race: once we have set up an initial state
where a path resolves to a certain address, and have shown that execution of C1 | | C2 does not
modify that address (i.e., the path to address is stable), we are in the position to uncoditionally say
that if both programs access that address, they will race. The answer we came up with is that of
stability; its negation, instability (or wobbliness), over-approximates ownership.

Thus we pose the question: can we state the reasonable (i.e., non-trivial) conditions under which
we can in confidence state (i.e., formally prove) that all of RacerD’s reported races are true positives?

We refer to this desirable result as the True Positives Theorem (TPT) for a static race detector,
and in this paper we deliver such a theorem for a version of RacerD (called RacerDX, using
stability), formulating a set of assumptions under which it holds, and assessing their practical
implications and impact on signal.
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A True Positives Theorem for a Static Race Detector 57:7

1 class Bloop {

2 public int f = 1;

3 }

4
5 class Burble {

6
7 public void meps(Bloop b) {

8 synchronized (this) {

9 System.out.println(b.f);

10 }

11 }

12
13 public void reps(Bloop b) {

14 b.f = 42;

15 }

16
17 public void beps(Bloop b) {

18 b = new Bloop();

19 b.f = 239;

20 }

21 }

Fig. 2. A Java class with a false race.

22 class Wurble {

23 Wurble x = new Wurble();

24 Bloop g = new Bloop();

25
26 public void qwop(Wurble w) {

27 zwup(w.x);

28 }

29
30 public void gwap(Wurble w) {

31 synchronized (this) {

32 System.out.println(w.x.g);

33 }

34 }

35
36 private void zwup(Wurble w) {

37 synchronized (this) {

38 System.out.println(w.x.g);

39 }

40 w = new Wurble();

41 w.g.f = 21;

42 }

43 }

Fig. 3. A class with a false interprocedural race.

reassigns a freshly allocated instance of Bloop to the formal b before assigning to the field of the
latter, thus, effectively avoiding a race with a concurrent access to b.f in meps.
This phenomenon of “destabilizing” an access path in a potentially racy program can be mani-

fested both intra-procedurally (as in Burble) and inter-procedurally. To wit, in another example
in Figure 3, the class Wurble demonstrates a similar instance of a false race, with the private

method zwup() “destabilizing” the path w.g by assigning a newly allocated Wurble instance to w,
thus, ensuring that qwop() and gwap() avoid a race with each other.
A sound static analyzer would typically be expected to report races in both of these examples,

corresponding to a loss of precision. However, having a non-negligible number of false positives is
not something a practical bug detector can afford.

To avoid this loss of signal effectiveness, RacerD employes an ownership tracking domain (Flana-
gan and Freund 2009; Naik et al. 2006), used to record the variables and paths that have been
assigned a newly allocated object, thus remedying the situation shown above.

Upon closer examination, we found that RacerD’s abstract domain, including that of ownership,
was not enough to allow us to prove that an access path resolves to the same address, before and
after execution. To wit, knowing that an access path x.f.g is not owned, does not guarantee that
the lvalue it corresponds to stays the same during execution. The reason we wanted this latter
property is that it is one of the simplest ways to exhibit a race: once we have set up an initial state
where a path resolves to a certain address, and have shown that execution of C1 | | C2 does not
modify that address (i.e., the path to address is stable), we are in the position to uncoditionally say
that if both programs access that address, they will race. The answer we came up with is that of
stability; its negation, instability (or wobbliness), over-approximates ownership.

Thus we pose the question: can we state the reasonable (i.e., non-trivial) conditions under which
we can in confidence state (i.e., formally prove) that all of RacerD’s reported races are true positives?

We refer to this desirable result as the True Positives Theorem (TPT) for a static race detector,
and in this paper we deliver such a theorem for a version of RacerD (called RacerDX, using
stability), formulating a set of assumptions under which it holds, and assessing their practical
implications and impact on signal.

Proc. ACM Program. Lang., Vol. 3, No. POPL, Article 57. Publication date: January 2019.

Path prefix b is “unstable” (“wobbly”),  
as it’s reassigned, hence race is evaded.
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Complete Abstraction for Race Detection 

(W, L, A)

“Wobbly” paths, 
touched during execution

Locking level

Accesses/locks 
with formals/fields

• asem(meps(b)) = ({b.f}, 0, {R(b.f, 1)}) 
• asem(reps(b)) = ({b.f}, 0, {W(b.f, 0)}) 
• asem(beps(b)) = ({b, b.f}, 0, {W(b, 0), W(b.f, 0)})

A True Positives Theorem for a Static Race Detector 57:7

1 class Bloop {

2 public int f = 1;

3 }

4
5 class Burble {

6
7 public void meps(Bloop b) {

8 synchronized (this) {

9 System.out.println(b.f);

10 }

11 }

12
13 public void reps(Bloop b) {

14 b.f = 42;

15 }

16
17 public void beps(Bloop b) {

18 b = new Bloop();

19 b.f = 239;

20 }

21 }

Fig. 2. A Java class with a false race.

22 class Wurble {

23 Wurble x = new Wurble();

24 Bloop g = new Bloop();

25
26 public void qwop(Wurble w) {

27 zwup(w.x);

28 }

29
30 public void gwap(Wurble w) {

31 synchronized (this) {

32 System.out.println(w.x.g);

33 }

34 }

35
36 private void zwup(Wurble w) {

37 synchronized (this) {

38 System.out.println(w.x.g);

39 }

40 w = new Wurble();

41 w.g.f = 21;

42 }

43 }

Fig. 3. A class with a false interprocedural race.

reassigns a freshly allocated instance of Bloop to the formal b before assigning to the field of the
latter, thus, effectively avoiding a race with a concurrent access to b.f in meps.
This phenomenon of “destabilizing” an access path in a potentially racy program can be mani-

fested both intra-procedurally (as in Burble) and inter-procedurally. To wit, in another example
in Figure 3, the class Wurble demonstrates a similar instance of a false race, with the private

method zwup() “destabilizing” the path w.g by assigning a newly allocated Wurble instance to w,
thus, ensuring that qwop() and gwap() avoid a race with each other.
A sound static analyzer would typically be expected to report races in both of these examples,

corresponding to a loss of precision. However, having a non-negligible number of false positives is
not something a practical bug detector can afford.

To avoid this loss of signal effectiveness, RacerD employes an ownership tracking domain (Flana-
gan and Freund 2009; Naik et al. 2006), used to record the variables and paths that have been
assigned a newly allocated object, thus remedying the situation shown above.

Upon closer examination, we found that RacerD’s abstract domain, including that of ownership,
was not enough to allow us to prove that an access path resolves to the same address, before and
after execution. To wit, knowing that an access path x.f.g is not owned, does not guarantee that
the lvalue it corresponds to stays the same during execution. The reason we wanted this latter
property is that it is one of the simplest ways to exhibit a race: once we have set up an initial state
where a path resolves to a certain address, and have shown that execution of C1 | | C2 does not
modify that address (i.e., the path to address is stable), we are in the position to uncoditionally say
that if both programs access that address, they will race. The answer we came up with is that of
stability; its negation, instability (or wobbliness), over-approximates ownership.

Thus we pose the question: can we state the reasonable (i.e., non-trivial) conditions under which
we can in confidence state (i.e., formally prove) that all of RacerD’s reported races are true positives?

We refer to this desirable result as the True Positives Theorem (TPT) for a static race detector,
and in this paper we deliver such a theorem for a version of RacerD (called RacerDX, using
stability), formulating a set of assumptions under which it holds, and assessing their practical
implications and impact on signal.
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Analysing Summaries for Races

• asem(meps(b)) = ({b.f}, 0, {R(b.f, 1)}) 
• asem(reps(b)) = ({b.f}, 0, {W(b.f, 0)}) 
• asem(beps(b)) = ({b, b.f}, 0, {W(b, 0), W(b.f, 0)})

meps(b) || reps(b) ⇒  Can race,


report a bug!

A True Positives Theorem for a Static Race Detector 57:7

1 class Bloop {

2 public int f = 1;

3 }

4
5 class Burble {

6
7 public void meps(Bloop b) {

8 synchronized (this) {

9 System.out.println(b.f);

10 }

11 }

12
13 public void reps(Bloop b) {

14 b.f = 42;

15 }

16
17 public void beps(Bloop b) {

18 b = new Bloop();

19 b.f = 239;

20 }

21 }

Fig. 2. A Java class with a false race.

22 class Wurble {

23 Wurble x = new Wurble();

24 Bloop g = new Bloop();

25
26 public void qwop(Wurble w) {

27 zwup(w.x);

28 }

29
30 public void gwap(Wurble w) {

31 synchronized (this) {

32 System.out.println(w.x.g);

33 }

34 }

35
36 private void zwup(Wurble w) {

37 synchronized (this) {

38 System.out.println(w.x.g);

39 }

40 w = new Wurble();

41 w.g.f = 21;

42 }

43 }

Fig. 3. A class with a false interprocedural race.

reassigns a freshly allocated instance of Bloop to the formal b before assigning to the field of the
latter, thus, effectively avoiding a race with a concurrent access to b.f in meps.
This phenomenon of “destabilizing” an access path in a potentially racy program can be mani-

fested both intra-procedurally (as in Burble) and inter-procedurally. To wit, in another example
in Figure 3, the class Wurble demonstrates a similar instance of a false race, with the private

method zwup() “destabilizing” the path w.g by assigning a newly allocated Wurble instance to w,
thus, ensuring that qwop() and gwap() avoid a race with each other.
A sound static analyzer would typically be expected to report races in both of these examples,

corresponding to a loss of precision. However, having a non-negligible number of false positives is
not something a practical bug detector can afford.

To avoid this loss of signal effectiveness, RacerD employes an ownership tracking domain (Flana-
gan and Freund 2009; Naik et al. 2006), used to record the variables and paths that have been
assigned a newly allocated object, thus remedying the situation shown above.

Upon closer examination, we found that RacerD’s abstract domain, including that of ownership,
was not enough to allow us to prove that an access path resolves to the same address, before and
after execution. To wit, knowing that an access path x.f.g is not owned, does not guarantee that
the lvalue it corresponds to stays the same during execution. The reason we wanted this latter
property is that it is one of the simplest ways to exhibit a race: once we have set up an initial state
where a path resolves to a certain address, and have shown that execution of C1 | | C2 does not
modify that address (i.e., the path to address is stable), we are in the position to uncoditionally say
that if both programs access that address, they will race. The answer we came up with is that of
stability; its negation, instability (or wobbliness), over-approximates ownership.

Thus we pose the question: can we state the reasonable (i.e., non-trivial) conditions under which
we can in confidence state (i.e., formally prove) that all of RacerD’s reported races are true positives?

We refer to this desirable result as the True Positives Theorem (TPT) for a static race detector,
and in this paper we deliver such a theorem for a version of RacerD (called RacerDX, using
stability), formulating a set of assumptions under which it holds, and assessing their practical
implications and impact on signal.
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• asem(meps(b)) = ({b.f}, 0, {R(b.f, 1)}) 
• asem(reps(b)) = ({b.f}, 0, {W(b.f, 0)}) 
• asem(beps(b)) = ({b, b.f}, 0, {W(b, 0), W(b.f, 0)})

Analysing Summaries for Races

meps(b) || beps(b) ⇒  Maybe don’t race,


don’t report a bug

A True Positives Theorem for a Static Race Detector 57:7

1 class Bloop {

2 public int f = 1;

3 }

4
5 class Burble {

6
7 public void meps(Bloop b) {

8 synchronized (this) {

9 System.out.println(b.f);

10 }

11 }

12
13 public void reps(Bloop b) {

14 b.f = 42;

15 }

16
17 public void beps(Bloop b) {

18 b = new Bloop();

19 b.f = 239;

20 }

21 }

Fig. 2. A Java class with a false race.

22 class Wurble {

23 Wurble x = new Wurble();

24 Bloop g = new Bloop();

25
26 public void qwop(Wurble w) {

27 zwup(w.x);

28 }

29
30 public void gwap(Wurble w) {

31 synchronized (this) {

32 System.out.println(w.x.g);

33 }

34 }

35
36 private void zwup(Wurble w) {

37 synchronized (this) {

38 System.out.println(w.x.g);

39 }

40 w = new Wurble();

41 w.g.f = 21;

42 }

43 }

Fig. 3. A class with a false interprocedural race.

reassigns a freshly allocated instance of Bloop to the formal b before assigning to the field of the
latter, thus, effectively avoiding a race with a concurrent access to b.f in meps.
This phenomenon of “destabilizing” an access path in a potentially racy program can be mani-

fested both intra-procedurally (as in Burble) and inter-procedurally. To wit, in another example
in Figure 3, the class Wurble demonstrates a similar instance of a false race, with the private

method zwup() “destabilizing” the path w.g by assigning a newly allocated Wurble instance to w,
thus, ensuring that qwop() and gwap() avoid a race with each other.
A sound static analyzer would typically be expected to report races in both of these examples,

corresponding to a loss of precision. However, having a non-negligible number of false positives is
not something a practical bug detector can afford.

To avoid this loss of signal effectiveness, RacerD employes an ownership tracking domain (Flana-
gan and Freund 2009; Naik et al. 2006), used to record the variables and paths that have been
assigned a newly allocated object, thus remedying the situation shown above.

Upon closer examination, we found that RacerD’s abstract domain, including that of ownership,
was not enough to allow us to prove that an access path resolves to the same address, before and
after execution. To wit, knowing that an access path x.f.g is not owned, does not guarantee that
the lvalue it corresponds to stays the same during execution. The reason we wanted this latter
property is that it is one of the simplest ways to exhibit a race: once we have set up an initial state
where a path resolves to a certain address, and have shown that execution of C1 | | C2 does not
modify that address (i.e., the path to address is stable), we are in the position to uncoditionally say
that if both programs access that address, they will race. The answer we came up with is that of
stability; its negation, instability (or wobbliness), over-approximates ownership.

Thus we pose the question: can we state the reasonable (i.e., non-trivial) conditions under which
we can in confidence state (i.e., formally prove) that all of RacerD’s reported races are true positives?

We refer to this desirable result as the True Positives Theorem (TPT) for a static race detector,
and in this paper we deliver such a theorem for a version of RacerD (called RacerDX, using
stability), formulating a set of assumptions under which it holds, and assessing their practical
implications and impact on signal.
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Formal Result

RacerDX enjoys the True Positives Theorem 
wrt. Data Race Detection

(Details in the paper)
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Evaluation

What is the price to pay for 
having the TP Theorem?

(Reporting no bugs whatsoever is TP-Sound)
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RacerD vs RacerDX

57:24 Nikos Gorogiannis, Peter W. O’Hearn, and Ilya Sergey

Table 1. Evaluation: target projects and statistics.

Project Description URL

avrora An AVR emulator https://github.com/ibr-cm/avrora
Chronicle-Map A non-blocking key-value store https://github.com/OpenHFT/Chronicle-Map
jvm-tools Tool for JVM troubleshooting and profiling https://github.com/aragozin/jvm-tools
RxJava Library for asynchronous and event-based programs https://github.com/ReactiveX/RxJava
sunflow Rendering system for photo-realistic image synthesis https://github.com/fpsunflower/sunflow
xalan-j XSLT processor https://github.com/apache/xalan-j

(a) Evaluation targets.

Target LOC D CPU DX CPU CPU ±% D Reps DX Reps Reps ±% D #π DX #π #π ±%

avrora 76k 103 102 0.4% 143 92 36% 78 38 51%
Chronicle-Map 45k 196 196 0.1% 2 2 0% 2 2 0%
jvm-tools 33k 106 109 -3.6% 30 26 13% 14 11 21%
RxJava 273k 76 69 9.2% 166 134 19% 65 44 32%
sunflow 25k 44 44 -1.4% 97 42 57% 116 38 67%
xalan-j 175k 144 137 5.0% 326 295 10% 135 94 30%

(b) Evaluation results. CPU columns are in seconds; Reps are distinct reports; π are distinct paths.

RacerDX never reports a path not also reported by RacerD. We show the number of paths reported
in the columns “D #π ”, “DX #π ” and the proportion of the difference in “#π ±%”.

We can make the following observations:

• The difference between runtimes is largely within the noise margins, especially given that a large
percentage of these runtimes is spent compiling Java source into bytecode, as Infer extracts an
AST from the compiled artefact.

• The loss in terms of number of reports ranges between 10% and 57% (we exclude Chronicle-Map
as there are too few reports to start with), and the loss in terms of number of distinct access
paths ranges from 21% to 67%.

7.2.2 The Causes for Deterioration of Reporting Rate. We triaged a sample of reports that RacerD
made but RacerDX didn’t. We discerned two main classes of reports:

• In a call this.foo(this.f), the check whether one of the actuals is a proper prefix of another
(Figure 7, method call case) fails because this≺this.f. Thus, this is marked as unstable (is added
to theW component of the abstract state). But this means that all accesses in the caller method
will not be considered in data race reports, leading to potential false negatives.
A potential solution here may be to use the fact that the first argument of a non-static Java
method cannot be reassigned, and thus may be left out of the check above, but we have not at
present assessed how this might affect the status of our theorems.

• Inner (nested) classes are common in Java, and allow methods of an inner class object to reference
fields and methods of the containing class. To achieve this, the compiler inserts in the inner class
a hidden reference to the outer class object, and initialises this appropriately at construction.
Unfortunately, this also means that the this reference of the outer class is marked as unstable
whenever an inner class object is constructed, thus precluding accesses occurring in the enclosing
method from being reported.

Remarkably, all the reports we triaged were true positives. Both of these classes of missing
reports may benefit from elaborating the stability abstract domain to track escaping references, i.e.,
when a path is read it is not immediately marked as unstable, but only when the address read ends
up being stored somewhere. This is something we will investigate in further work.
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What else is in the POPL’19 paper

• Formal definitions of races, concrete and abstract semantics 

• Proof of the TP Theorem for RacerDX 
• Proofs of analysis completeness (wrt. (W, L, A)-abstraction) 
• Proof of the bug detection completeness 

• Discussion and comparison with existing static race analyses,  
e.g., Chord (Naik et al., PLDI’06)
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• A True Positive-Sound static bug finder never reports false positives. It can 
be designed as an under-approximation of an over-approximation 

• An abstraction α for TP-Sound static bug detection can be very simple,  
but it has to be complete (i.e., sufficient) to report bugs.

To Take Away: Theory
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• RacerDX is TP-Sound race detector, whose precision and performance are comparable 
with Facebook’s RacerD 

• If RacerDX had been deployed initially rather than RacerD, it would have found 1000s of 
bugs, far outstripping all reported impact in previous concurrency analyses 
(counterfactual reasoning) 

• Until now, static analysers for bug catching that are effective in practice but unsound 
have often been regarded as ad hoc;  
In the future, they can be principled, satisfying theorems to inform and guide their design.

To Take Away: Practice

Thanks!
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