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A Framework for Automated and Interactive Verification  

of Distributed Protocols



Distributed Protocols
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Define how multiple parties (nodes) collaborate with each other 
to achieve a common goal 🤝

TwoPhase Commit Adds the Minister

AnneHenry

Minister

Anne, are you prepared to commit
to this relationship?⇣⇣⇣

Two-phase commit adds the minister to help implement those state changes.
He does that by communicating with the bride and groom.

[ slide 41 ]

Two-Phase Commit depiction from Leslie Lamport’s video course on TLA+



Distributed Protocols
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Some nodes might fail 💥



Distributed Protocols
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Some nodes might behave maliciously 😈



Verifying Distributed Protocols

• Safety properties: “Bad thing will not happen.” 

• Liveness properties: “Good thing will eventually happen.”
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Safety bugs can be reliably discovered with conventional black-box testing.

Google “Errors found in distributed protocols” 
github.com/dranov/protocol-bugs-list



Frameworks for Verifying Distributed Protocols
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Formalisation Effort

Correctness: 
P[no bugs]

Verdi
IronFleet
Igloo

Bythos
Velisarios

LiDO



10

Formalisation Effort

Correctness: 
% bugs  found

Verdi
IronFleet
Igloo

Bythos
Velisarios

LiDO



11

Formalisation Effort

Correctness: 
% bugs  found

Verdi
IronFleet
Igloo

Bythos
Velisarios

LiDO



Verdi
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Velisarios

LiDo
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Formalisation Effort

Correctness: 
% bugs  found

protocol & properties

✅  
 

or counterexample



Byzantine Faults  & 
Liveness
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Formalisation Effort

Correctness: 
% bugs  found Ivy mypyvy

automation via SMT 

Verdi
IronFleet
Igloo

Bythos
Velisarios

LiDO



Byzantine Faults  & 
Liveness
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Formalisation Effort

Correctness: 
% bugs  found

automation via SMT 

Verdi
IronFleet
Igloo

Bythos
Velisarios

LiDO
undecidable properties, interactive proofs

Ivy mypyvy

we want to be here
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Interactive Proofs for 
Complex (HO) Properties

Arbitrary  
Properties

Fast  
Feedback

FOL Proof 
Automation

Verdi, Grove,  
Velisarios, Aneris, 

Bythos, LiDO
✅ ✅ ❌❌

IronFleet ✅ 😐 😐❌

Veil ✅ ✅ ✅ ✅

Ivy, mypyvy 😐 ✅ ✅😐

✅ ✅ 😐TLA+ 😐



Veil

• A shallowly-embedded DSL in Lean 

• Explicit-State and Symbolic Model Checking via SMT 

• Out-of-the-box interactive proofs in Lean 

• Uses external SMT solvers for proof goals in FOL
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Interactive Proofs for 
Complex (HO) Properties

Arbitrary Properties

Fast Feedback

FOL Proof Automation

✅

✅

✅

✅



The Rest of this Talk

• Veil in Action 

• Details of the Implementation 

• Case Studies

17



The Rest of this Talk

• Veil in Action 

• Details of the Implementation 

• Case Studies

18



Ring Leader Election

19

2

5

id: 1 
to: 5

id: 5 
to: 2

id: 2 
to: 4

id: 4 
to: 3

id: 3 
to: 1

1

3

4



Ring Leader Election

20

1

2

3

4

5

id: 5 
to: 2

id: 2 
to: 4

id: 4 
to: 3

id: 3 
to: 1



Ring Leader Election

21

1

2

3

4

5

id: 5 
to: 2

id: 2 
to: 4

id: 4 
to: 3

id: 3 
to: 5



Ring Leader Election

22

1

2

3

4

5

id: 5 
to: 2

id: 4 
to: 3

id: 3 
to: 5



Ring Leader Election

23

1

2

3

4

5

id: 5 
to: 2

id: 4 
to: 1

id: 3 
to: 5



Ring Leader Election

24

1

2

3

4

5

id: 5 
to: 4

id: 4 
to: 1

id: 3 
to: 5



Ring Leader Election

25

1

2

3

4

5

id: 5 
to: 3

id: 4 
to: 1

id: 3 
to: 5



Ring Leader Election

26

1

2

3

4

5

id: 5 
to: 3

id: 4 
to: 1



Ring Leader Election

27

1

2

3

4

5

id: 5 
to: 3

id: 4 
to: 5



Ring Leader Election

28

1

2

3

4

5

id: 5 
to: 1

id: 4 
to: 5



Ring Leader Election

29

1

2

3

4

5

id: 5 
to: 1



Ring Leader Election
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Ring Leader Election
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Safety Property to Verify
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There is at most one leader.

1

2

3

4

5



Live Demo
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try.veil.dev live.veil.dev

https://github.com/verse-lab/veil
branch “veil-2.0”



Summary of the Demo

• Veil state: concrete and uninterpreted constrained types 

• Interpretations are given for TLC-style explicit model checking  

• Incomplete proofs can be done in the interactive proof mode 

• First-Order encodings: BMC and deductive verification via SMT

34
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• Details of the Implementation 

• Case Studies
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Generating Verification Conditions
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System Specification

action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 
}

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S

action send (n next : node) = { 
  require n ≠ next ∧ ∀ Z,  
          ((Z ≠ n ∧ Z ≠ next) → btw n next Z) 
  pending n next := True 
}

after_init { 
  leader N := False 
  pending M N := False 
}

initial state

actions safety properties

38



weakest 
preconditionpostcondition

result type state type

Semantics of Actions

action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 
}

〚recv(…)〛WP : (ρ → σ → Prop) → σ → Prop 

weakest precondition 
predicate transformer WP σ ρ   

<latexit sha1_base64="YV59KfSzSGAckIEF+DYGO9V//Js=">AAACE3icbVDLSsNAFJ34rPUVdelmsAjioiQi1WXRjcsK9gFNLJPppB06jzAzEUrIP7jxV9y4UMStG3f+jdM2C209cOFwzr3ce0+UMKqN5307S8srq2vrpY3y5tb2zq67t9/SMlWYNLFkUnUipAmjgjQNNYx0EkUQjxhpR6Prid9+IEpTKe7MOCEhRwNBY4qRsVLPPQ2ktSOFMMmCZIiEkTxD88jz+yzvuRWv6k0BF4lfkAoo0Oi5X0Ff4pQTYTBDWnd9LzFhhpShmJG8HKSaJAiP0IB0LRWIEx1m059yeGyVPoylsiUMnKq/JzLEtR7zyHZyZIZ63puI/3nd1MSXYUZFkhoi8GxRnDJoJJwEBPtUEWzY2BKEFbW3QjxENiBjYyzbEPz5lxdJ66zq16q12/NK/aqIowQOwRE4AT64AHVwAxqgCTB4BM/gFbw5T86L8+58zFqXnGLmAPyB8/kD8YGfeQ==</latexit>

z}|{

39



Verification Conditions for Safety
〚act〛WP : (ρ → σ → Prop) → σ → Prop 

1. ∀ s. 〚after_init〛WP Inv s 

2. ∀ act s. Inv s ⇒〚act〛WP Inv s 

3. ∀ s. Inv s ⇒ Safety s 

Inv = λ (r: ρ) (s: σ). Inv s     

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S after_init { 

  leader N := False 
  pending M N := False 
}

40



Generating Weakest Preconditions Automatically

〚act〛WP : (ρ → σ → Prop) → σ → Prop 

weakest precondition transformer (WP σ ρ)   

<latexit sha1_base64="YV59KfSzSGAckIEF+DYGO9V//Js=">AAACE3icbVDLSsNAFJ34rPUVdelmsAjioiQi1WXRjcsK9gFNLJPppB06jzAzEUrIP7jxV9y4UMStG3f+jdM2C209cOFwzr3ce0+UMKqN5307S8srq2vrpY3y5tb2zq67t9/SMlWYNLFkUnUipAmjgjQNNYx0EkUQjxhpR6Prid9+IEpTKe7MOCEhRwNBY4qRsVLPPQ2ktSOFMMmCZIiEkTxD88jz+yzvuRWv6k0BF4lfkAoo0Oi5X0Ff4pQTYTBDWnd9LzFhhpShmJG8HKSaJAiP0IB0LRWIEx1m059yeGyVPoylsiUMnKq/JzLEtR7zyHZyZIZ63puI/3nd1MSXYUZFkhoi8GxRnDJoJJwEBPtUEWzY2BKEFbW3QjxENiBjYyzbEPz5lxdJ66zq16q12/NK/aqIowQOwRE4AT64AHVwAxqgCTB4BM/gFbw5T86L8+58zFqXnGLmAPyB8/kD8YGfeQ==</latexit>

z}|{

def WP.pure (r : ρ) : WP σ ρ := fun s post => post r s

def WP.bind (c : WP σ ρ) (next : ρ → WP σ ρ) : WP σ ρ :=  

                         fun s post => c (fun r s’ => next r post s’) s 

a.k.a. a Dijkstra monad

Verifying higher-order programs with the Dijkstra monad, Swamy et al., PLDI’13



Generating Weakest Preconditions Automatically

action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 
}

def WP.pure (r : ρ) : WP σ ρ := fun s post => post r s

def WP.bind (c : WP σ ρ) (next : ρ → WP σ ρ) : WP σ ρ :=  

                         fun s post => c (fun r s’ => next r post s’) s 
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Generating Weakest Preconditions Automatically

action recv (id n next : node) = do 
  require isNext n next 
  require pending id n 

  let newPending ← fresh 
  pending := newPending 
 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 

def fresh (τ : Type) : WP σ τ := fun s post => ∀ (t : τ), post t s

43

def WP.pure (r : ρ) : WP σ ρ := fun s post => post r s

def WP.bind (c : WP σ ρ) (next : ρ → WP σ ρ) : WP σ ρ :=  

                         fun s post => c (fun r s’ => next r post s’) s 



Weakest Preconditions 
and Counterexamples

44



Debugging a Specification
action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 
}

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S

45



Can we get a post-state (st’) too?

The following set of actions must preserve the invariant: 
  … 
  recv 
    single_leader ... ✅ 
    leader_greatest ... ✅ 
    self_msg_only_if_greatest ... ❌ 
    no_bypass ... ❌ 

Counter-examples 
================ 

self_msg_only_if_greatest: 
sort node = #[node0, node1] 
id = node0 
n = node1 
next = node0 
st.pending(node0, node1) = true 
tot.le(node0, node0) = true 
tot.le(node0, node1) = true 
tot.le(node1, node1) = true 

Debugging a Specification
action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le id n) then 
      pending id next := True 
}

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S

#gen_spec 

set_option veil.printCounterexamples true 
set_option veil.smt.model.minimize true 
set_option veil.vc_gen "wp" 
#check_invariants

46



Weakest Precondition Semantics

〚act〛WP : (ρ → σ → Prop) → σ → Prop 

47



resultinitial state final state

Two-State Transition Semantics

〚act〛TR : σ → ρ → σ → Prop 

transition relation (TR σ ρ) 

<latexit sha1_base64="YV59KfSzSGAckIEF+DYGO9V//Js=">AAACE3icbVDLSsNAFJ34rPUVdelmsAjioiQi1WXRjcsK9gFNLJPppB06jzAzEUrIP7jxV9y4UMStG3f+jdM2C209cOFwzr3ce0+UMKqN5307S8srq2vrpY3y5tb2zq67t9/SMlWYNLFkUnUipAmjgjQNNYx0EkUQjxhpR6Prid9+IEpTKe7MOCEhRwNBY4qRsVLPPQ2ktSOFMMmCZIiEkTxD88jz+yzvuRWv6k0BF4lfkAoo0Oi5X0Ff4pQTYTBDWnd9LzFhhpShmJG8HKSaJAiP0IB0LRWIEx1m059yeGyVPoylsiUMnKq/JzLEtR7zyHZyZIZ63puI/3nd1MSXYUZFkhoi8GxRnDJoJJwEBPtUEWzY2BKEFbW3QjxENiBjYyzbEPz5lxdJ66zq16q12/NK/aqIowQOwRE4AT64AHVwAxqgCTB4BM/gFbw5T86L8+58zFqXnGLmAPyB8/kD8YGfeQ==</latexit>

z}|{

48



Verification with Transition Semantics

1. ∀ s0 s. 〚after_init〛TR s0 s ⇒ Inv s 

2. ∀ act s r s’. Inv s ⋀〚act〛TR s r s’ ⇒ Inv s’ 

3. ∀ s. Inv s ⇒ Safety s 

Inv = λ (r: ρ) (s: σ). Inv s     

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S

〚act〛TR : σ → ρ → σ → Prop 

49



Debugging a Specification, Reloaded
action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le id n) then 
      pending id next := True 
}

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S

#gen_spec 

set_option veil.printCounterexamples true 
set_option veil.smt.model.minimize true 
set_option veil.vc_gen "transition" 
#check_invariants

The following set of actions must preserve the invariant: 
  … 
  recv 
    single_leader ... ✅ 
    leader_greatest ... ✅ 
    self_msg_only_if_greatest ... ❌ 
    no_bypass ... ❌ 

Counter-examples 
================ 

self_msg_only_if_greatest: 
sort node = #[node0, node1] 
id = node1 
n = node0 
next = node1 
st.pending(node1, node0) = true 
st'.pending(node1, node1) = true 
tot.le(node0, node0) = true 
tot.le(node1, node0) = true 
tot.le(node1, node1) = true
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Transition Semantics and Monadic Embedding

def TR.pure (r : ρ) : TR σ ρ := fun s1 r' s2 => s1 = s2 ∧ r' = r 
 

def TR.bind (c : TR σ ρ) (next : ρ → TR σ ρ') : TR σ ρ' := 
    fun s1 r’ s2 => ∃ r s’, (c s1 r s’) ∧ (next r s’ r’ s2)

HO quantification (because s’ contains relations):  
VCs cannot be discharged via SMT

51



postcondition that excludes 
the result r1 and state s1

Alternative Definition of Transition Semantics

〚act〛TR’ : TR σ ρ ≜  
           λ s0 r1 s1. ¬〚act〛WP (λ r s. ¬(r = r1 ⋀ s = s1)) s0

the result r1 and state s1  
are not unreachable from s0

52



Adequacy Theorem
∀ act s post,〚act〛WP post s ⇔  
              (∀ s’ r,〚act〛TR’ s r s’ ⇒ post r s’)

“A (pre-)state s satisfies〚act〛WP post  
if and only if  

any final state s’ reachable from s via〚act〛TR’ satisfies post.”

53



Summary of the Implementation 

• The Veil language is shallowly embedded in Lean using Dijkstra monads 

• Allows for different VC generators (currently, WP and Two-State Transition) 

• Adequacy of VC generators is proven mechanically as a theorem 

• Concrete and symbolic execution via Lean’s type class instance mechanism

54



• Veil in Action 

• Details of the Implementation 

• Case Studies
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Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.

57



Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.

PLDI’16

CAV’24
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Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.

Ivy + Isabelle/HOL

FMBC’20
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Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.

Ivy + Coq

60

SOSP’21



Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.
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Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.
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On the Virtues of  
Multi-Modal Verification
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• Original formalisation: Ivy + Rocq 

• Ivy for protocol modelling and 
automated invariant checking 

• Rocq for interactive proofs for  
some additional invariants
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Case Study: The Rabia Protocol



Inv1 Inv2 is an invariant.

inductiveness 
checked in Ivy

Claim:

ported as an Axiom into Coq

 
proven in Rocq

∀s, Inv1(s) ⟹ Inv2(s)

∧

⚠
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Case Study: The Rabia Protocol
• Moving facts between the provers introduced a discrepancy 

 
 
 
 
 
 
 

• In Veil, when proving  , the proof of  (from #check_invariants) is reused; 
this allowed us to catch and fix this discrepancy.

Inv2 Inv1

Ivy

Rocq

66



Future Directions

• Automatically synthesising a FO encoding from concrete implementation 

• Better UI for interfacing between automated and interactive proofs 

• Support for liveness reasoning (both concrete and symbolic) 

• IronFleet-style system verification in Veil + Velvet
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To Take Away
• Veil is a Lean library for automated/interactive verification of distributed protocols 

• Combines symbolic proofs and TLC-style concrete-state model checker 

• Foundational: different VC generators are proven sound wrt. concrete semantics 

• Acceptable performance for FOL, seamless integration with HO specifications

Thanks!68
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