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Distributed Protocols
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Distributed Protocols
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Verifying Distributed Protocols

Google “Errors found in distributed protocols”
github.com/dranov/protocol-bugs-list

» Safety properties: “Bad thing will not happen.”

» Liveness properties: “Good thing will eventually happen.”

Safety bugs can be reliably discovered with conventional black-box testing.



Frameworks for Verifying Distributed Protocols
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protocol & properties

or counterexample
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Arbitrary Properties

Fast Feedback

Interactive Proofs for
Complex (HO) Properties

FOL Proof Automation

Velil

A shallowly-embedded DSL in Lean
Explicit-State and Symbolic Model Checking via SMT
Out-of-the-box interactive proofs in Lean

Uses external SMT solvers for proof goals in FOL

16



The Rest of this Talk

» Veil in Action
» Details of the Implementation

» Case Studies
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The Rest of this Talk

» Veil in Action
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Ring Leader Election
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Safety Property to Verify

1

There is at most one leader.

—O



[Live Demo

try.veil.dev live.veil.dev

https://github.com/verse-lab/veil

branch “veil-2.0”

33



Summary of the Demo

» Veil state: concrete and uninterpreted constrained types
» Interpretations are given for TLC-style explicit model checking
» Incomplete proofs can be done in the interactive proof mode

» First-Order encodings: BMC and deductive verification via SMT

34



Talk Outline

» Veil in Action



Talk Outline

» Details of the Implementation



Generating Verification Conditions
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System Specification

after_init {
leader N := False

initial state oending M N := False

}
actions safety properties
action send (n next : node) = { safety [single_leader] leader L1 A leader L2 - L1 = L2
require n # next A V Z, | | _
((Z #n A Z # next) - btw n next Z) invariant [leader_greatest] leader L - le N L
pending n next := True invariant [self_msg_only_if_greatest] pending L L - le N L
1 invariant [no_bypass] pending S D A btw SN D - 1le N S

action recv (id n next : node) = {

require 1sNext n next
require pending 1id n
pending id n := %
if (id = n) then

leader n := True
else

if (le n id) then

pending 1d next := True

38



Semantics of Actions

o weakest
postcondition precondition
action recv (id n next : node) = { result type state type

require 1sNext n next
require pending 1d n \ l
pending 1id n = %
if (id = n) then [recv(..)] w = (p » 6 » Prop) - o - Prop

leader n := True

if (le n id) then

pending 1d next := True weakest precondition

predicate transformer WP o p

39



Verification Conditions for Safety

safety [single_leader] leader L1 A leader L2 - L1 = L2
[actl w = (p - 0 - Prop) - o - Prop

invariant [leader_greatest] leader L - 1le N L

invariant [self_msg_only if greatest] pending L L - le N L

invariant [no_bypass] pending S D A btw SN D - 1le N S

after _init {
leader N := False
pending M N := False
Inv = A (r: p) (s: o). Inv s }

1.V s. [after init] wp Inv s

2.V act s. Inv s = [act] w Inv s

3. V. s. Inv s = Safety s

40



Generating Weakest Preconditions Automatically

[act] w ¢ (p - 0 » Prop) - o - Prop
1

weakest precondition transformer (WP o p)

def WP.pure (r : p) : WP o p := fun s post == post r s

def WP.bind (c : WP o p) (next : p - WP o p) : WP o p :=

fun s post => ¢ (fun r s’ => next r post s’) s

a.k.a. a Dijkstra monad

Verifying higher-order programs with the Dijkstra monad, Swamy et al., PLDI’13



Generating Weakest Preconditions Automatically

def WP.pure (r : p) : WP o p := fun s post => post r s

def WP.bind (c : WP o p) (next : p - WP o p) : WP o p :=

fun s post == ¢ (fun r s’ => next r post s’) s

action recv (id n next : node) = {

require 1sNext n next
require pending 1d n
pending id n := %
if (id = n) then

leader n := True
else

if (le n id) then

pending 1d next := True
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Generating Weakest Preconditions Automatically

def WP.pure (r : p) : WP o p := fun s post => post r s

def WP.bind (c : WP o p) (next : p - WP o p) : WP o p :=

fun s post == ¢ (fun r s’ => next r post s’) s

action recv (id n next : node) = do
require 1sNext n next
require pending 1d n

def fresh (t : Type)
let newPending < fresh /

pending := newPending

WP o Tt := fun s post =>V (t : 1), post t s

if (id = n) then

leader n := True
else
if (le n id) then
pending 1d next := True

43



Weakest Preconditions
and Counterexamples



Debugging a Specification

action recv (id n next : node) = { safety [single_leader] leader L1 A leader L2 - L1 = L2
require 1sNext n next
require pending id n invariant [leader_greatest] leader L - le N L
pending 1d n := % invariant [self_msg only_if_greatest] pending L L - le N L
if (id = n) then invariant [no_bypass] pending S D A btw SN D - le NS
leader n := True
else
if (le n id) then
pending 1d next := True
}
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Debugging a Specification

action recv (id n next : node) = { safety [single_leader] leader L1 A leader L2 - L1 = L2
require 1sNext n next
require pending id n invariant [leader_greatest] leader L - le N L
pending 1d n := % invariant [self_msg only_if_greatest] pending L L - le N L
if (id = n) then invariant [no_bypass] pending S D A btw SN D - le NS
leader n := True
else
1f (le.ld n) then The following set of actions must preserve the invariant:
pending 1d next := True -
} recv
single_leader ... 4
leader_greatest ... 4
self_msg_only_if greatest ... X
#gen_spec no_bypass ... X
set_option veil.printCounterexamples true Counter-examples
set option veil.smt.model.minimize true
set_option veil.vc_gen "wp" self_msg_only if greatest:
#Check lnvarlants sort node = #[n0de0, nOde1]
— id = node®
n = nodel

next = node®

/ st.pending(node®, nodel) = true
Can we getl a post-state (St ") too? tot.le(node@, noded) = true

tot. le(node@, nodel) true
tot. le(nodel, nodel) true

40



Weakest Precondition Semantics

[act] we @ (p » 0 - Prop) - o - Prop



Two-State Transition Semantics

initial state result final state

Nt/

lact] TR : 0 - p - 0 » Prop

transition relation (TR o p)



Verification with Transition Semantics

safet single_leader] leader L1 A leader L2 -» L1 = L2
y [single_ ] [act] r : 6 » p » 0 - Prop

invariant [leader_greatest] leader L - 1le N L

invariant [self_msg_only if greatest] pending L L - le N L

invariant [no_bypass] pending S D A btw SN D - 1le N S

Inv = A (r: p) (s: o). Inv s

1.V s¢g s. [lafter init] trse s = Inv s
2.V act s rs’. Inv s AfJactl trs r s’ =Inv s’

3. V. s. Inv s = Safety s

49



Debugging a Specification, Reloaded

action recv (id n next : node) = { safety [single_leader] leader L1 A leader L2 - L1 = L2
require 1sNext n next |
require pending id n invariant [leader_greatest] leader L - le N L
pending 1d n := % invariant [self_msg only_if_greatest] pending L L - le N L
if (id = n) then invariant [no_bypass] pending S D A btw SN D - le NS
leader n := True
else
1f (le.ld n) then The following set of actions must preserve the invariant:
pending 1d next := True -
} recv
single_leader ... 4
leader_greatest ... 4
self_msg_only_if greatest ... X
#gen_spec no_bypass ... X
set_option veil.printCounterexamples true Counter-examples
set option veil.smt.model.minimize true
set _option veil.vc_gen "transition" self _msg_only if greatest:
#Check lnvarlants sort node = #[n0de0, nodel]
— id = nodel
n = node0

next = nodel

st.pending(nodel, node@) = true
st'.pending(nodel, nodel) = true
tot.le(node®, node®) true
tot.le(nodel, node®) true

tot. le(nodel, nodel) true

50



Transition Semantics and Monadic Embedding

def TR.pure (r : p) : TR o p = fun s1 r' s =>s1 =s> A r' =r

def TR.bind (c : TR 6 p) (next : p - TR o p') : TR 6 p' :=

4

fun si1 r’ sy =3 r s’', (csirs’') n (next rs’ r’ sy)

\

HO quantification (because s’ contains relations):
VCs cannot be discharged via SMT

51



Alternative Definition of Transition Semantics

postcondition that excludes
the result ri1 and state s1

[act] r* : TR 0 p = l
Asorisi, m~[actlw (A r s. =(r =riAs = 5s1)) so

T

the result r1 and state s
are not unreachable from Sy

52



Adequacy Theorem

V act s post, [act] we post s =
(Vs’" r, [actl r s r s’ = post r s')

“A (pre-)state s satisfies [act] wp post
if and only if
any final state s’ reachable from s via [act] tr' satisfies post.”

53



Summary of the Implementation

* The Veil language is shallowly embedded in Lean using Dijkstra monads
» Allows for different VC generators (currently, WP and Two-State Transition)
» Adequacy of VC generators is proven mechanically as a theorem

» Concrete and symbolic execution via Lean’s type class instance mechanism

54



Talk Outline

» Details of the Implementation



Talk Outline

» Case Studies
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mypyvy: A Research Platform for Verification
of Transition Systems in First-Order Logic

James R. Wilcox, Yotam M. Y. Feldman, Oded Padon, and Sharon Shoham
CAV’24

Abstract. mypyvy is an open-source tool for specifying transition systems
in first-order logic and reasoning about them. mypyvy is particularly suit-
able for analyzing and verifying distributed algorithms. mypyvy implements
key functionalities needed for safety verification and provides flexible in-
terfaces that makes it useful not only as a verification tool but also as
a research platform for developing verification techniques, and in particu-
lar invariant inference algorithms. Moreover, the mypyvy input language is
both simple and general, and the mypyvy repository includes several dozen
benchmarks—transition systems that model a wide range of distributed and
concurrent algorithms. mypyvy has supported several recent research efforts
that benefited from its development framework and benchmark set.
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On the Formal Verification of the Stellar Bl Simplification Time
Consensus Protocol Translation Time

Giuliano Losa

Galois, Inc., Portland, Oregon, USA ’
giuliano@galois.com FM B ( 2 O
Mike Dodds

Galois, Inc., Portland, Oregon, USA
miked@Qgalois.com

— Abstract

The Stellar Consensus Protocol (SCP) is a quorum-based BFT consensus protocol. However, instead
of using threshold-based quorums, SCP is permissionless and its quorum system emerges from
participants’ self-declared trust relationships. In this paper, we describe the methodology we deploy
to formally verify the safety and liveness of SCP for arbitrary but fixed configurations.

The proof uses a combination of Ivy and Isabelle/HOL. In Ivy, we model SCP in first-order logic,
and we verify safety and liveness under eventual synchrony. In Isabelle/HOL, we prove the validity
of our first-order encoding with respect to a more direct higher-order model. SCP is currently
deployed in the Stellar Network, and we believe this is the first mechanized proof of both safety and
liveness, specified in LTL, for a deployed BFT protocol.
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Rabia: Simplifying State-Machine Replication
Through Randomization

Neo Zhou
Boston College
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Abstract

We introduce Rabia, a simple and high performance frame- ACM Reference Format:
work for implementing state-machine replication (SMR) within  Haochen Pan, Jesse Tuglu, Neo Zhou, Tianshu Wang, Yicheng Shen,
a datacenter. The main innovation of Rabia is in using ran- Xiong Zheng, Joseph Tassarotti, Lewis Tseng, and Roberto Palmieri.

domization to simplify the design. Rabia provides the follow- 2021. Rabia: Simplifying State-Machine Replication Through Ran-
ing two features: (i) Tt does not need anv fail-over nrotocol domization. In ACM SIGOPS 28th Symposium on Operating Svstems

Keywords: SMR, Consensus, Formal Verification
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Paxos Made EPR: Decidable Reasoning about Distributed

Protocols
OOPSLA’17

ODED PADON, Tel Aviv University, Israel

GIULIANO LOSA, University of California, Los Angeles, USA
MOOLY SAGIV, Tel Aviv University, Israel

SHARON SHOHAM, Tel Aviv University, Israel

Distributed protocols such as Paxos play an important role in many computer systems. Therefore, a bug
in a distributed protocol may have tremendous effects. Accordingly, a lot of effort has been invested in
verifying such protocols. However, checking invariants of such protocols is undecidable and hard in practice,
as it requires reasoning about an unbounded number of nodes and messages. Moreover, protocol actions
and invariants involve both quantifier alternations and higher-order concepts such as set cardinalities and
arithmetic.

This paper makes a step towards automatic verification of such protocols. We aim at a technique that
can verify correct protocols and identify bugs in incorrect protocols. To this end, we develop a methodology
for deductive verification based on effectively propositional logic (EPR)—a decidable fragment of first-order
logic (also known as the Bernays-Schonfinkel-Ramsey class). In addition to decidability, EPR also enjoys
the finite model property, allowing to display violations as finite structures which are intuitive for users.
Our methodology involves modeling protocols using general (uninterpreted) first-order logic, and then
systematically transforming the model to obtain a model and an inductive invariant that are decidable to

check. The steps of the transformations are also mechanically checked, ensuring the soundness of the method.

We have used our methodology to verify the safety of Paxos, and several of its variants, including Multi-Paxos,
Vertical Paxos, Fast Paxos, Flexible Paxos and Stoppable Paxos. To the best of our knowledge, this work is the
first to verify these protocols using a decidable logic, and the first formal verification of Vertical Paxos, Fast
Paxos and Stoppable Paxos.
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On the Virtues of
Multi-Modal Verification



Case Study: The Rabia Protocol

Original formalisation: Ivy + Rocq Rabia: Simplifying State-Machine Replication

Through Randomization

Haochen Pan® Jesse Tuglu’ Neo Zhou

L
I fo r r O t O C O 1 m O d e 1 1 1 n an d University of Chicago University of Michigan Boston College
Chicago, IL, USA Ann Arbor, MI, USA Boston, MA, USA
haochenpan@uchicago.edu tuglu@umich.edu neo.zhou@bc.edu
] [ J L
automated invariant checking Tianshu Wang Vicheng Shen Xiong Zheng’
Duke University Boston College Google, Inc.
Durham, NC, USA Boston, MA, USA Kirkland, WA, USA
tw295@duke.edu yicheng.shen@bc.edu xiongzheng@google.com
. . Joseph Tassarotti Lewis Tseng Roberto Palmieri
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Boston, MA, USA Boston, MA, USA Bethlehem, PA, USA
. e . . tassarot@bc.edu lewis.tseng@bc.edu palmieri@lehigh.edu
S O I I l e addl tl O n al 1 nvarl an t S Abstract Keywords: SMR, Consensus, Formal Verification
We introduce Rabia, a simple and high performance frame- ACM Reference Format:
work for implementing state-machine replication (SMR) within  Haochen Pan, Jesse Tuglu, Neo Zhou, Tianshu Wang, Yicheng Shen,
a datacenter. The main innovation of Rabia is in using ran- Xiong Zheng, Joseph Tassarotti, Lewis Tseng, and Roberto Palmieri.
domization to simplify the design. Rabia provides the follow- 2021. Rabia: Simplifying State-Machine Replication Through Ran-

ino two features: (i) Tt does not need anv fail-over nrotocol domization. In ACM SIGOPS 28th Symposium on Operating Systems
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Case Study: The Rabia Protocol

4 N

Claim: I nvl N\ I nV2 IS an invariant.
\— / \ _J
inductiveness Vs, Invi(s) = Invy(s)
checked in Ivy proven in Rocq

~_

ported as an Axiom into Coq !
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Case Study: The Rabia Protocol

* Moving facts between the provers introduced a discrepancy

I
specification { 'V}r

conjecture [started pred] (ind_defs.started(Psucc) E succ(P, Psucc) —> ind defs.started(Psucc))

¥

Definition started_pred o :=

(V P, started o (succ P) - started o P). ROCq
Axiom started_pred_invariant : 1nvariant started_pred.

* In Veil, when proving Inv, , the proof of Inv, (from #check_invariants) is reused;
this allowed us to catch and fix this discrepancy.
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Future Directions

Automatically synthesising a FO encoding from concrete implementation
Better UI for interfacing between automated and interactive proofs
Support for liveness reasoning (both concrete and symbolic)

[ronFleet-style system verification in Veil + Velvet

6/



To Take Away

» Veil is a Lean library for automated/interactive verification of distributed protocols
» Combines symbolic proofs and TLC-style concrete-state model checker
* Foundational: different VC generators are proven sound wrt. concrete semantics

» Acceptable performance for FOL, seamless integration with HO specifications

try.veil.dev https://github.com/verse-lab/veil branch “veil-2.0”

Veil: A Framework for Automated and Interactive Verification of Transition Systems, CAV’25

Thanks!

Lessons from Building an Auto-Active Verifier in Lean, Dafny’26
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