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Getting Veil

•Website: veil.dev 

•Online environment: try.veil.dev 

•Repository:  github.com/verse-lab/veil 
Branch leanlang-demo 
lake exe cache get; lake build

https://veil.dev
https://try.veil.dev
http://github.com/verse-lab/veil
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A Framework for Automated and Interactive Verification  

of Distributed Protocols



Distributed Protocols
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Define how multiple parties (nodes) collaborate with each other 
to achieve a common goal 🤝

TwoPhase Commit Adds the Minister

AnneHenry

Minister

Anne, are you prepared to commit
to this relationship?⇣⇣⇣

Two-phase commit adds the minister to help implement those state changes.
He does that by communicating with the bride and groom.

[ slide 41 ]

Two-Phase Commit depiction from Leslie Lamport’s video course on TLA+



Distributed Protocols
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Some nodes might fail 💥



Distributed Protocols

6

Some nodes might behave maliciously 😈



Frameworks for Verifying Distributed Protocols
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2005



Frameworks for Verifying Distributed Protocols
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2005



Approaches for Verifying Distributed Protocols
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Time

Benefit
Concrete state 
model checking

SMT-based 
decidable 

verification

Interactive 
verification 

SMT-based 
verification 

1-2 days 2-5 days weeks months+

TLA+
Ivy

IronFleet 
(Dafny)

Grove 
(Rocq)



When Your Tool is Not Sufficient

You either: 

- use a combination of tools, or 

- add an interactive escape hatch to your automated tool
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Every verifier expands until it contains 
an ad hoc, bug-ridden, unusable 

implementation of half of 
an interactive theorem prover.

Pîrlea’s Law

Those verifiers which cannot so expand 
are replaced by ones which can.

see also: 
Greenspun’s tenth rule



Veil
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We just built the whole verifier in Lean!
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• Lean is a programming language and proof assistant 

• Lean and its tooling are implemented in Lean. Lean is very extensible. 

• Batteries included: LSP, Parser, Macro System, Type Checker, Tactic Framework, 
Proof automation, Compiler, Build System, Documentation Authoring Tool. 

• Lean has a small trusted core, proofs can be exported and independently checked. 

• The Lean FRO is a nonprofit dedicated to developing Lean.

14

What is Lean
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Lean is Taking Mathematics by Storm
"Lean enables large-scale collaboration by allowing mathematicians to 
break down complex proofs into smaller, verifiable components. This 
formalization process ensures the correctness of proofs and facilitates 
contributions from a broader community. With Lean, we are beginning to 
see how AI can accelerate the formalization of mathematics, opening 
up new possibilities for research." — Terence Tao

Fermat’s Last Theorem – Kevin Buzzard

Carleson’s Theorem – Floris van Doorn

How did we get here?

slide credit: Leo de Moura



16

Cedar
https://www.cedarpolicy.com/

https://github.com/cedar-policy/cedar-spec

slide credit: Leo de Moura



17 slide credit: Leo de Moura

Cedar

"Lean is the core verification technology behind Cedar, the open-source authorization language that 
powers cloud services like Amazon Verified Permissions and AWS Verified Access. Our team rigorously 
formalizes and verifies core components of Cedar using Lean’s proof assistant, and we leverage Lean’s 
lightning-fast runtime to continuously test our production Rust code against the Lean formalization. 
Lean’s efficiency, extensive libraries, and vibrant community enable us to develop and maintain Cedar at 
scale, while ensuring the key correctness and security properties that our users depend on." — Emina Torlak, 
Senior Principal Applied Scientist, AWS



The Future of Verifying Distributed Protocols
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Time

Benefit
Concrete state 
model checking

SMT-based 
decidable 

verification

Interactive 
verification 

SMT-based 
verification 

1-2 days 2-5 days weeks months+

Veil



Transition Systems
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• Formal model of computer systems, with two components: 

• States, some of which are initial states 

• Transitions between states 

• Reachability: transitive closure of the transition relation wrt. initial states 

• Invariant: state property that holds on all reachable states 

• Inductive invariant: invariant that is preserved by every transition

20

Transition Systems



Safety and Liveness

• Safety: “Bad thing will not happen.” 

• Liveness: “Good thing will eventually happen.”

21

Safety bugs can be reliably discovered with explicit state model checking.



Modelling Distributed Protocols

• Distributed protocols are commonly modelled as transition systems 

• Multiple nodes 

• Each transition is atomically performed by one node 

• Nodes communicate by sending and receiving messages
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Leader Election in a Ring
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Ring Leader Election
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2

5

id: 1 
to: 5

id: 5 
to: 2

id: 2 
to: 4

id: 4 
to: 3

id: 3 
to: 1

1

3

4
Node sending its own 
ID to its successor



Ring Leader Election
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2

3

4

5

id: 5 
to: 2

id: 2 
to: 4

id: 4 
to: 3

id: 3 
to: 1

Node discarding message 
whose ID is smaller than its own



Ring Leader Election
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id: 5 
to: 2

id: 2 
to: 4

id: 4 
to: 3

id: 3 
to: 5

Node forwarding message 
whose ID is larger than its own



Ring Leader Election
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Ring Leader Election
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Ring Leader Election
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Ring Leader Election
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Ring Leader Election
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Ring Leader Election
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Ring Leader Election
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Ring Leader Election
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Ring Leader Election
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id: 5 
to: 5

Node declaring itself as leader on 
receiving a message with its own ID



Ring Leader Election
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5 leader elected



Safety Property to Verify
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There is at most one leader.

1

2

3

4

5



Demo 1
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(Examples/Tutorial/RingNat.lean in the repository, or 
Ring (Concrete) in the online playground)



Questions?
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Intermezzo: Die Hard 3

40
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In Die Hard 3, McClane (Bruce Willis) and Zeus (Samuel L. Jackson) must defuse a 
bomb at a park fountain by placing exactly 4 gallons of water on a scale, using only 
a 5-gallon jug and a 3-gallon jug with no other measuring tools.

https://www.youtube.com/watch?v=2vdF6NASMiE 

https://www.youtube.com/watch?v=2vdF6NASMiE


Symbolic Reasoning
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Symbolic Reasoning

• Given a system S and a safety property P, we want to prove that all 
reachable states of S satisfy P 

• Symbolic testing: sound, but not complete → fully automated 

• Symbolic verification: sound and complete → semi-automated 

• Requires inductive invariants to be provided

43



Symbolic Representations

• Key idea:  

• Represent the set of reachable states of the system as a formula: States 

• Represent the set of safe states as another formula: Safety 

• Prove States → Safety

44



Under and Over-Approximation

• Two options for representing reachable states: 

• Under-approximation: only consider states reachable in k steps 

• Over-approximation: states described by an inductive invariant
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Symbolic Testing

• Symbolic bounded model checking (BMC) 

• ∃ s0 s1 ... sk. Init s0 ∧ Tr s0 s1 ∧ ... ∧ Tr sk-1 sk ∧ P sk 

• ∀ s0 s1 ... sk. Init s0 ∧ Tr s0 s1 ∧ ... ∧ Tr sk-1 sk ⇒ P sk

46



Symbolic Verification

• Inductive invariant that over-approximates the set of reachable states 

• ∀ s. Init s ⇒ Inv s 

• ∀ s s'. Inv s ∧ Tr s s' ⇒ Inv s' 

• ∀ s. Inv s ⇒ Safety s 

• Corollary: all reachable states satisfy Inv and thus Safety

47

Consecution

Initiation

Safety
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Reachable 
states

Safe states

Inductive invariant

Reachable 
states

Safe states

Symbolic Testing 
(under-approximation)

Symbolic Verification 
(over-approximation)



Abstraction
• Full implementation details are often a hindrance to symbolic reasoning 

• It’s helpful to hide implementation details behind abstractions 

• Key idea: operate on an abstract state space that is easier to describe and 
symbolically reason about 

• E.g., rather than talk about natural numbers, talk about uninterpreted 
sorts with a total order 

• Come up with domain-specific axiomatisations

49



Decidable Abstractions

• SMT solvers use First-Order Logic for symbolic reasoning 

• Some well-studied fragments of FOL are decidable 

• These fragments are expressive enough to encode complex distributed 
protocols (see the entire line of work on Ivy by Padon et al.) 

• Veil comes with a small library of decidable abstractions for common 
design patterns in distributed protocols

50



Demo 2
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(Examples/Tutorial/RingDec.lean in the repository, or 
Ring (Decidable) in the online playground)



Summary of the Demo

• A protocol state in Veil consists of uninterpreted types and relations 

• Actions update the relations; they are guarded with require clauses  

• Reachability of states can be symbolically tested using BMC 

• Invariants are verified to hold under all actions, via SMT or interactively

52



System Specification

action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 
}

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S

action send (n next : node) = { 
  require n ≠ next ∧ ∀ Z,  
          ((Z ≠ n ∧ Z ≠ next) → btw n next Z) 
  pending n next := True 
}

after_init { 
  leader N := False 
  pending M N := False 
}

initial state

actions safety properties

53



weakest 
preconditionpostcondition

result type state type

Semantics of Actions

action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 
}

〚recv(…)〛WP : (ρ → σ → Prop) → σ → Prop 

weakest precondition 
predicate transformer WP σ ρ   

<latexit sha1_base64="YV59KfSzSGAckIEF+DYGO9V//Js=">AAACE3icbVDLSsNAFJ34rPUVdelmsAjioiQi1WXRjcsK9gFNLJPppB06jzAzEUrIP7jxV9y4UMStG3f+jdM2C209cOFwzr3ce0+UMKqN5307S8srq2vrpY3y5tb2zq67t9/SMlWYNLFkUnUipAmjgjQNNYx0EkUQjxhpR6Prid9+IEpTKe7MOCEhRwNBY4qRsVLPPQ2ktSOFMMmCZIiEkTxD88jz+yzvuRWv6k0BF4lfkAoo0Oi5X0Ff4pQTYTBDWnd9LzFhhpShmJG8HKSaJAiP0IB0LRWIEx1m059yeGyVPoylsiUMnKq/JzLEtR7zyHZyZIZ63puI/3nd1MSXYUZFkhoi8GxRnDJoJJwEBPtUEWzY2BKEFbW3QjxENiBjYyzbEPz5lxdJ66zq16q12/NK/aqIowQOwRE4AT64AHVwAxqgCTB4BM/gFbw5T86L8+58zFqXnGLmAPyB8/kD8YGfeQ==</latexit>

z}|{

54



Verification Conditions for Safety
〚act〛WP : (ρ → σ → Prop) → σ → Prop 

1. ∀ s. 〚after_init〛WP Inv s 

2. ∀ act s. Inv s ⇒〚act〛WP Inv s 

3. ∀ s. Inv s ⇒ Safety s 

Inv = λ (r: ρ) (s: σ). Inv s     

safety [single_leader] leader L1 ∧ leader L2 → L1 = L2 

invariant [leader_greatest] leader L → le N L 
invariant [self_msg_only_if_greatest] pending L L → le N L 
invariant [no_bypass] pending S D ∧ btw S N D → le N S after_init { 

  leader N := False 
  pending M N := False 
}

55



Generating Weakest Preconditions Automatically

〚act〛WP : (ρ → σ → Prop) → σ → Prop 

weakest precondition transformer (WP σ ρ)   

<latexit sha1_base64="YV59KfSzSGAckIEF+DYGO9V//Js=">AAACE3icbVDLSsNAFJ34rPUVdelmsAjioiQi1WXRjcsK9gFNLJPppB06jzAzEUrIP7jxV9y4UMStG3f+jdM2C209cOFwzr3ce0+UMKqN5307S8srq2vrpY3y5tb2zq67t9/SMlWYNLFkUnUipAmjgjQNNYx0EkUQjxhpR6Prid9+IEpTKe7MOCEhRwNBY4qRsVLPPQ2ktSOFMMmCZIiEkTxD88jz+yzvuRWv6k0BF4lfkAoo0Oi5X0Ff4pQTYTBDWnd9LzFhhpShmJG8HKSaJAiP0IB0LRWIEx1m059yeGyVPoylsiUMnKq/JzLEtR7zyHZyZIZ63puI/3nd1MSXYUZFkhoi8GxRnDJoJJwEBPtUEWzY2BKEFbW3QjxENiBjYyzbEPz5lxdJ66zq16q12/NK/aqIowQOwRE4AT64AHVwAxqgCTB4BM/gFbw5T86L8+58zFqXnGLmAPyB8/kD8YGfeQ==</latexit>

z}|{

def WP.pure (r : ρ) : WP σ ρ := fun s post => post r s

def WP.bind (c : WP σ ρ) (next : ρ → WP σ ρ) : WP σ ρ :=  

                         fun s post => c (fun r s’ => next r post s’) s 

a.k.a. a Dijkstra monad

Verifying higher-order programs with the Dijkstra monad, Swamy et al., PLDI’13



Generating Weakest Preconditions Automatically

action recv (id n next : node) = { 
  require isNext n next 
  require pending id n 
  pending id n := * 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 
}

def WP.pure (r : ρ) : WP σ ρ := fun s post => post r s

def WP.bind (c : WP σ ρ) (next : ρ → WP σ ρ) : WP σ ρ :=  

                         fun s post => c (fun r s’ => next r post s’) s 
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Generating Weakest Preconditions Automatically

action recv (id n next : node) = do 
  require isNext n next 
  require pending id n 

  let newPending ← fresh 
  pending := newPending 
 
  if (id = n) then 
    leader n := True 
  else 
    if (le n id) then 
      pending id next := True 

def fresh (τ : Type) : WP σ τ := fun s post => ∀ (t : τ), post t s

58

def WP.pure (r : ρ) : WP σ ρ := fun s post => post r s

def WP.bind (c : WP σ ρ) (next : ρ → WP σ ρ) : WP σ ρ :=  

                         fun s post => c (fun r s’ => next r post s’) s 



Dolev-Strong  
FloodSet Consensus

59
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How FloodSet Works
Synchronous crash-fault consensus via value flooding

Synchrony: communication proceeds in lock-step rounds with guaranteed delivery before each round ends.

Crash faults: at most t of n nodes may crash; a crashing node may deliver to an arbitrary subset of peers.

Flooding: over t+1 rounds, every alive node broadcasts its entire seen set to all others.

Pigeonhole: with � t crashes over t+1 rounds, at least one round is crash-free, synchronizing all alive nodes.

Agreement �  after t+1 rounds every alive node decides min(seen); identical seen sets guarantee the same decision.

Validity �  every seen value traces back to some node's proposal, so the decision is always genuine.
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FloodSet Consensus Protocol
Example: 3 nodes, 2 values, t = 1  �  2 rounds  |  C proposes 0, crashes in round 1

INIT ROUND 1 ROUND 2 DECIDE

A

{1}

B

{1}

C

{0}

pa
rt
ia
l

�
CRASH

A

{0, 1}

B

{1}

C

dead

■ A,B desynchronized

{0,1}

{1}

✓ crash-free round

A

{0, 1}

B

{0, 1}

C

synced!

A decides

min{0,1} = 0

B decides

min{0,1} = 0

Agreement  ✓
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Non-Trivial Behaviours
Subtle edge cases that make FloodSet verification interesting

Partial delivery: A crashing node may send its values to some peers but not others, causing temporary asymmetric seen sets
among alive nodes.

Delayed healing: A crash in round r can desynchronize alive nodes, but the next crash-free round repairs the asymmetry — the
healing may happen several rounds later.

Multiple crashes, same round: Several nodes can crash in a single round (up to the budget t), each with independent
partial-delivery sets — the adversary chooses who receives what.

Crash-free round isn't the last: Synchronization can occur in any round, not just the final one; subsequent crash-free rounds
simply preserve the already-identical seen sets.



Demo 3
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(Examples/Synchronous/FloodSet.lean)



More Case Studies

64



Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.
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Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.

PLDI’16

CAV’24
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Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.

Ivy + Isabelle/HOL

FMBC’20
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Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.

Ivy + Coq

68
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Veil: Automated and Interactive Verification of Transition Systems 9

Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.
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Fig. 5: Results of running Veil and Ivy on the benchmark set. The bar heights

are normalised w.r.t. Veil verification times. All absolute times are in seconds.

4.2 Beyond EPR-Encoded Protocols

To test RQ2, we examine Veil’s performance on benchmarks whose encoding to

SMT is outside of the E↵ectively Propositional (EPR) fragment of first order

logic, which is known to be decidable [26]. SMT solvers use heuristics and spe-

cialised techniques to try to decide first-order non-EPR queries, which may yield

unknown. Nonetheless, it is often convenient to write protocols and algorithms

in general FOL, as substantial work is often needed to restate them in EPR [37].

We will examine four case studies from the benchmark set of Sec. 4.1:

– two variants of the Paxos protocol that are discussed in Padon et al. [37]:
the Single-Decree Paxos [20], as well as Vertical Paxos [22],

– the Suzuki-Kasami algorithm with positive integer indices (Sec. 2), and

– the Reliable Broadcast protocol [8].

These four benchmarks are expressed in unconstrained first-order logic, and their

encoding falls outside of EPR. Veil manages to verify all of them.
5
When running

Ivy on these benchmarks (with the complete=fo flag to force Ivy to ignore that

they are outside of the decidable fragment), it succeeds in verifying Reliable

Broadcast and Suzuki-Kasami and times out for Paxos and Vertical Paxos.

From our results, we conclude that Veil is successful in verifying protocols

whose encodings are even outside of EPR, which increases its versatility.

4.3 Combining SMT Automation with Interactive Proofs

For the RQ3, we considered two case studies, which have theorems established

in interactive theorem provers, in addition to Ivy specifications. We ported these

theorems and their proofs into Veil, and report our findings below.

5 For Suzuki-Kasami, we disable the --finite-model-find option of cvc5, which Veil
enables by default. With it enabled, verification takes around 120 seconds.
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On the Virtues of  
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• Original formalisation: Ivy + Rocq 

• Ivy for protocol modelling and 
automated invariant checking 

• Rocq for interactive proofs for  
some additional invariants
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Case Study: The Rabia Protocol



Inv1 Inv2 is an invariant.

inductiveness 
checked in Ivy

Claim:

ported as an Axiom into Coq

 
proven in Rocq

∀s, Inv1(s) ⟹ Inv2(s)

∧

⚠
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Case Study: The Rabia Protocol



Case Study: The Rabia Protocol
• Moving facts between the provers introduced a discrepancy 

 
 
 
 
 
 
 

• In Veil, when proving  , the proof of  (from #check_invariants) is reused; 
this allowed us to catch and fix this discrepancy.

Inv2 Inv1

Ivy

Rocq
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Reflection
• Different approaches for building assurance in distributed protocols in one unified 

framework, embedded in Lean 4 

• Veil is still immature, but we are working to make it the best verifier for distributed 
protocols. We are constantly shipping improvements and we plan to add: 

• better support for non-FOL specifications 

• integration with grind and other proof automation 

• liveness properties 

• a module system, enabling compositional testing & proving of protocols 

• support for refinement testing and refinement proofs 

• Vision: Veil as one-stop shop for all your protocol reasoning needs
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To Take Away
• Veil is a Lean library for automated/interactive verification of distributed protocols 

• Combines symbolic proofs and TLC-style concrete-state model checker 

• Foundational: different VC generators are proven sound wrt. concrete semantics 

• Acceptable performance for FOL, seamless integration with HO specifications

Thanks!76
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